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CHAPTER 1

Setting Up the Production
Environment
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Setting up the production environment is the final phase of Rhythmyx implementation. In this phase, you
set up a production Rhythmyx server, and deploy your implementation from the development environment
to the production environment. Once you have completed the deployment, you can begin adding your
content to the production server, test it, and go live.  Setting up production takes place after you have
completed implementation of the Rhythmyx objects specified during your modeling and design process.

In many cases, customers also set up additional servers for staging or quality assurance testing. These
servers should be exact replicas of the production server. Use the the same procedures to set up those
Servers.

Before performing the tasks detailed in this document, you should have read and completed the tasks
described in the Rhythmyx Implementation Guide (including any prerequisite documents and tasks for that
manual). If your development plan called for special implementations (such as WebDAV,
internationalization and localization, or Web services), you should have read the appropriate documents
and completed those implementation tasks as well.
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Implementing a Tiered Rhythmyx
Environment

Percussion Software strongly recommends the use of a multi-tiered environment. Your Rhythmyx
environment should consist of at least two, and preferably three tiers:

= Development tier

The development tier is the environment in which you implement modifications to your
system and develop new implementations.

= Integration tier

The integration tier is an intermediate tier in which you merge design elements developed on
different development servers to ensure that they function together correctly.

= Production tier

The production tier is the Rhythmyx server that your end users will access to create and
maintain live content.

Separating these tiers offers a variety of benefits. As you continue to develop your Rhythmyx
implementation, you do not want to expose new Rhythmyx design elements to your end users until you
have completed development of these elements and validated them. Newly developed elements can also
introduce instability into the system, which you do not want to expose to the production server.
Implementing a production environment separate from your development environment avoids these
problems.

Implementing an integration tier adds an additional layer of safety to your system. If you have multiple
developers working on your Rhythmyx implementation, you should always deploy new design elements
to this tier first to ensure that they work together as intended. Once you have validated that new elements
function correctly in this environment, you can deploy them to the production environment.

While this document emphasizes the implementation of a production environment, you can use the same
processes and procedures to set up the integration environment. In fact, recommended practice after going
live is to deploy any archives created in the development tier to the integration tier first so you can
validate them deploying them to the production tier.
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Process Overview

The process of setting up the production environment involves the following phases:

1

2
3
4

6
7

Creating Multi-server Manager (MSM) deployment archives in the development environment
Installing Rhythmyx to the production server machine.
Implementing Security in the Production Environment (see page 59)

Installing the MSM deployment archives to the production environment. (see "Installing
Implementation Multi-server Manager Archives on the Production Server" on page 51)

Implementing Publishing in the production environment. (see "Setting Up Publishing in the
Production Environment™ on page 79)

Quality Assurance Testing the Production Environment (see page 111).

Going live (see page 113).

This document includes a chapter describing each of these phases.






CHAPTER 2

Creating Multi-Server Manager
Archives in the Development
Environment

Recommended practice for deploying an implementation between tiers is to use Rhythmyx Multi-Server
Manager (MSM). To use this tool, you create special packages, or archives, that include the applications
you want to deploy. You then deploy these packages to a target server.

Archives can be built from scratch or based on archive templates called descriptors. Percussion Software,
Inc. supplies a set of pre-defined MSM descriptors to support FastForward. You can use the FastForward
descriptors as a base to build your new archives and to build new descriptors.

FF1 Workflows 65
FF2_Slots_65
FF3_Templates_ContentTypes_65
FF4_Slots_65

FF5_Publish_65
FF6_Communities_65
FF7_ImplementationElements_65

(NOTE: The suffix "_65" indicates that these descriptors were developed for use with Rhythmyx Version
6.5 and later and are incompatible with earlier versions of Rhythmyx.)

Note that the list includes two Slots descriptors. Templates cannot be installed successfully unless Slots
already exist. No association is created between the Slots and the Templates when the Templates are
installed. The second Slots descriptor defines these associations.

For full details about using Rhythmyx Multi-Server Manager, see the document Rhythmyx Multi-Server
Manager.
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Registering Your Development Server

Before you can do any work with Multi-Server Manager, you must register the servers you want to work
with. To register a server:

1 Start Multi-Server Manager.

Multi-Server Manager is included in your Rhythmyx program group. To start Multi-Server
Manager, click the Windows [Start] button, and choose Programs > Percussion Rhythmyx >
Rhythmyx Multi-server Manager.

@Percussiun Rhythmyx Multi-Server Manager -0 x|

Action Edit  Help

# Server Groups

Figure 1: Multi-server Manager when first accessed.

2 Inthe Menu bar, choose Action > Register Server.
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Rhythmyx displays the Edit/New Rhythmyx Server Registration dialog.

Rhythmyx Server | J.

{E) Edit/MNew Rhythmyx Server. Registration rz|
|
|

Server Port |

[JusessL

Login Credentialz

Lzer Matne | |

Passwoard | |

|:| Save Credentials

I Ok l [ Cancel ] [ Help

Figure 2: Edit/New Rhythmyx Server Registration Dialog

3 Enter the following data:

= In the Rhythmyx Server field, enter localhost (or the name or IP address of the
machine where you installed your Rhythmyx server).

= In the Server Port field, enter 9992 (or the port you specified for your server when you
installed Rhythmyx).

= |n the User Name field, enter adminl.

= |n the Password field, enter demo.

4 Click the [OK] button to save the server registration.
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5 Rhythmyx displays the Enter Repository Alias dialog with the default alias for your
repository. Click the [OK] button to accept this Repository alias.

l_E_I' Enter Repositony Alias le

All registered zervers are grouped by the repozitary of the server. Thiz iz
the first zerver registerad that has a datasource <jdbc/RhythrmysxD ataz th..

references the repozitony <jtds: zqlzerver /ohnzsonRxRhino:dbox . Plea...
pravide an alias name for thiz repogitary instance.

Aliaz Mame | itds:eqlzerver 41010102 romasted dbo |

[ k. ] [ Cancel ] [ Help ]

Rhythmyx adds the Repository Alias and server to the Server groups pane of the Multi-server
Manager dialog.
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Building Multiple Deployment Archives for a
Customized FastForward Implementation

Percussion Software recommends that you build a series of deployment archives based on the supplied
descriptors. Deploying your implementation as a series of archives provides security in case a specific
archive fails. In that case, you can roll back your system to the state before you installed the defective
archive. (Note that rolling your system back also implies that you should back up your system after each
successful deployment.) This approach also makes it easier to identify the specific package that failed,
since the archive contains fewer packages to review when attempting to locate the defective package.

Percussion Software has tested these descriptors to validate that archives built from these descriptors can
be deployed successfully. You can build the archives in any order, but should deploy the archives in the
specified order. The order in which you deploy archives, and their packages, is critical. Any
dependencies a package requires must exist when installing the package or the package will fail. The
order specified in the descriptor names conforms to best practices when deploying archives to ensure that
required dependencies exist for each archive.

Simple Example of Archive Creation

This procedure walks you through the process of creating a Multi-Server Manager archive based on one of
the FastForward descriptors. Whenever possible you should use the supplied descriptors, adding new
elements from your local implementation to the archive. You also have the option of creating a new
descriptor. Select the descriptor that matches the Rhythmyx elements you want to deploy.

In this case, we will create an archive to deploy an example Job Listing Content Type (rffJobListing) and
associated Templates. Creation of archives to deploy other system elements uses an identical process, but
are based on different descriptors.

We will assume that Multi-Server Manager is already running and that you have registered your
development server. If you have not registered your development server, see Registering Your
Development Server (on page 8).

To create the Content Type archive:

1 Inthe Multi-Server Manager Menu bar, choose Action > Create Archive.
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Multi-Server Manager displays the first dialog of the Create Archive Wizard. This dialog
outlines the procedure.

&) Create Archive/Descriptor Wizard

This wizard guides you through the process of cresting an archive, or creating or updating & descrigt. .
The wizard conzizts of the following steps:

Step 1: Choose a server and, optionally, select a descriptor.

Step 2 Choose the create mode.

Step 3 &dd elements to the archive.

Step 4 Reviewy or include the dependencies or ancestors of each element.
Step &0 Define a natme for the archive or the descriptor, ar both.

I Mext = l [ Cancel

Figure 3: Create Archive/Descriptor Wizard, first screen

2 Read the text on the opening dialog of the wizard and click the [Next] button.
Multi-Server Manager displays the Choose server dialog.

3 Inthe Server drop list, select localhost:9992 (note that you may have to enter login credentials
to connect to the server).

4 Check the Use existing descriptor checkbox, and in the Descriptor drop list, select
FF3_Templates_ContentTypes_65.

{E) Create Archive/Desc riptor Wizard

Choose a server andfor descripkor

Choose a server an which wau want ba create an archive,
Check 'Use Existing Descriptor' ko create an archive
from an existing descripkor on the server or update a descriptor,

SEerver: |1EI.1EI.1EI.121:33992

Use Existing Descriptor

Descriptor: FF:E:_TEern|:||atEe::_En:nntentT';.-'pe::_E-S

[ < Back ] [ Mexk = l [ Cancel ] [ Help

Figure 4: Choose Server and Descriptor Dialog showing server as localhost:9992 and
FF3_Templates_ContentTypes as the Descriptor

5 Click the [Next] button.
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Multi-Server Manager displays the Choose create mode dialog with the Typical radio button
selected.

{8 Create Archive/Descriptor Wizard

Chooze create mode

Choose 'Typical' to uze existing server settings for literal ID types in applications .
Chooze 'Custom' to modify or reviesy server zettings for literal ID types in applications.

Chooze Mode

{:!' Custom

= Back ] [ Mext = l [ Cancel ] [ Helgp

Figure 5: Create Archive/Descriptor Wizard, Choose Create Mode

6 We are using typical mode to create the archive, so leave the Typical radio button selected and
click the [Next] button.

Multi-Server Manager displays the Add elements to the archive dialog. The
FF3_Template_ContentTypes_65 descriptor already lists the standard FastForward Content
Types, such as rffGeneric, rffBrief, rffPress Release and rffNavon, in the Elements to Package
field. We must add the rffJobListing Content Type to that field to deploy it as well. To add
the rffJobListing Content Type:
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a) Inthe Available Elements list, expand the Rhythmyx elements node, then expand the
Content Types node.

{E) Create Archive/Desc riptor Wizard

Add Elements ko the archive,
Expand the tree and choose the element to package.
Click [Add] ta add them ko the lisk,
Ilze 'Up' or 'Down' buttons to change the order,
Element Selection
Avvailable Elements Elerents to package
e ” rfFCalendar{Content Type) #
i ) rfFContacts(Content Type) )
i rFFEvent{Conkent Type)
i rFFExternallinkd Content Ty
i Add = rfFFile(Content Type) 'y
i rfFaeneric{Content Type)
i - rFFEenericord{Conkent T v
gan Q' Ff IobiListing = rFFHome(Content Type)
i rfFImagelContent Type)
i rFFavImagelContent Type —
i rfftavoniContent Type]  as
(wnl L H" |3 E L) v < I }
< Back ] [ Mext = l [ Cancel ] [ Help

Figure 6: Add Elements to Archive dialog showing list of available Content Types. Note that the Job
Listing Content Type has not yet been added to the list of elements to archive.

b) Select the Job Listing Content Type. Note that if we wanted to add other Content Types
to the archive, we could select all of them.

c) Click the [Add >>] button.
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Multi-server Manager adds the Content Types you selected to the Elements to package
list.

{E) Create Archive/Desc riptor Wizard

Add Elements to the archive,

Expand the tree and choose the element to package.

Click [Add] ta add them ko the lisk,

Ilze 'Up' or 'Down' buttons to change the order,

Element Selection
Avvailable Elements Elementsltu pau:kagf:. .
S e FFFE xbernallink|Content Ty %
B rFFFile{Content Type)
B rFFzeneric{Conkent Type)
B rFFEenerichord{Content Ty
B rfFHome{Content Type) @
B rffFImageiConkent Type)
B = e < Remove rFFMavImage(Content Type -
et 3 [ Ioblisking
rFFMavoniContent Type)
B rFFMay Tree{Content Type)
B rFfPressRelease!Content T
: rfFJoblistingl Content Typelie
o B s WY WP B SN v < >
< Back ] [ Mext = l [ Cancel ] [ Help

Figure 7: Add Elements to Archive dialog showing Job Listing Content Type added to the list of elements
to archive.

7 Click the [Next] button.

In some cases (usually when packaging Action Menu Entries), Rhythmyx displays the
Identify ID Types dialog. For details about identifying ID Types, see the document Rhythmyx
Multi-Server Manager or the Multi-Server Manager Help.

Multi-Server Manager displays the Identify ID Types dialog.

8 This dialog lists all numeric values in object definitions that could be identifiers, and for
which no identifier type has been defined. You must specify whether each value is an
identifier. If a value is an identifier, you must specify the type of identifier so so Multi-Server
Manager can convert correctly when installing the Archive.

In the rffJobListing Content Type, one value has been discovered that must be typed. The
description tells us that this value defines the Max Length of a field, so it is clearly not an
identifier, and we type it as Not an ID.

The most common place to find identifiers is in Action Menu Entries, especially Entries
associated with a specific Site. These Entries typically include the Site 1D, which would be
described as the param "'sys siteid".
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When you have finished specifying ID types, click the [Next] button.
9 Click the [Next] button.

Multi-Server Manager displays the Choose Dependencies and Ancestors to include with this
Element dialog.

For each package in the Packages field, the large unlabelled field to the left displays all of the
dependencies that are required for it to be installed without error and to run correctly once
installed. Some of these dependencies will be unavailable because they are system elements
(such as Content Editor Controls) or automatically included with the package by default (such
as the Content Type Definitions). Others are available for you to choose to include. For the
Job Listing Content Type, these dependencies include:

= The following Communities:
o Corporate_Investments
o Corporate_Investments_Admin
0 Enerprise_Investments
0 Enerprise_Investments_ Admin
= The Standard Workflow
= The System Definition (the Content Editor System Definition XML file)
= The "shared" shared field group
= The Departments Keyword
= The CT_RFFJOBLISTINGS table schema.
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10 We will include the Departments Keyword, the CT_RFFJOBLISTINGS table schema, and the
"shared" shared field group. Check the boxes next to these two options. We will assume that
the Standard Workflow will be installed with another archive, so we will not include it with
this one. Generally, the System Definition is always installed as part of Rhythmyx, so there
should be no need to include it in any archives unless it has been modified.

(@ create Are hive/Descriptor Wizard

Choose the dependencies or sncestors to include with this element.

Cheack: the depandancies or ancestors that you wank bo incuds with this element.
Expand the slement to view/inchude ks dependancees and ancestors.,
Liss the arrows bo change the order of the padkages in the archéve,

Drascription

|4 rffJoblisting{Contert Type)
= 4 Dependencies
= Local
= it Jobl rsting Cordent Type Dafirdion)
- Deperdencies
= _f§Llocal
= beemp At Defindion]
= Deparidaries
=" Shared

- [ %l Comporate_investmentz Comimundy)
- [ ¥ Corporate_investments_AdminCommunity)
H- [ 9 Enterprize_invesiments{Community)
E- [

= CT_RFFIOELISTRG Tabis Schema)
- | Ancestors
Departments{ieyword Defindion)

= 4 Local
= bermp{ At Defindion)
® | Ancestors
i# ) Ancestors
[] Wfy shorediShared Group)
] Wy Stawncard WorkflowiWorkilow)
1 [ 9 System DetiSystem Der)
Systam
W svs_DropDowmSingle(Cortral)
B =ys_EdeBowiControl)
-] Ancestors
& ] Ancestors

i

-

iy

%-t-m-mqul appears multiple times

Erferprice_investmeants _Admin Comemanity) |

Packages

rfFSnDateAndTEELIrk] Tamplate)
rfSnDatef ange(Template)
rFFSnENayvBottoen Templats)
rffSnENayvBrasdorumbs] Template)
rffSnEMavLefti Template)
rffSnEibay Top( Tempéate)
rifSniFlach Template)

rff Sriome{ Template)
rifSnimage{ Templat =)
rifSnimagaandTiths! Tamplats)
rffSnlmagelink Template)
rffSnlinkd Template)
rifSriblameandiddress] Template)
rifSriatmesndEmal{Templates)
rffSribavHomeImage] Template)
FifSribiay Irnaged ink Templata)
rffSrbiavoniink Template)

rff SridavPrelosd Template)
riFSritay TopDescendant(Template)
riFSnTitleCallautAndior sl Template)
rffSnTitheCalioutlink Templabe)
rfFSnTitleLink{Template)
rifsnTitleLinkindloon Templata)
rffSnTitle'WithDabe{ Template)
rifAutoIndex{ Content Type)
rifBrief{Contert Type)
rffCaendan{Content Type)
rifContacts{Conbent Type)
rffEvent{Content Typa)
rffExternallink{Content Type)
rifiFie(Content Type)
rifGenanc{Contant Type)
rifGensrc Wond{Content Type)
rffHome(Conkent Type)

rif Imnaged Conbant Type)
rfftbanvImage(Content Type)
rifbiavondConkent Type)
riftbav Treel Content: Type)
rifPressisesce{Cortent Type)

|

Al

[« &

Figure 8: Choose Dependencies to Include dialog showing recommended choices for the Job Listing

Content Type package
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11 Repeat step 10 for each Content Type and Template included in the archive. If you follow
recommended practice and build archives based on each of the supplied descriptors, you will
be able to omit Workflows and Roles from this archive since they will be packaged in another
archive. Include any table schemas, shared definitions, and keywords required for your
Content Types. When you have defined the dependencies for each package, click the [Next]
button.

12 Click the [Next] button.
Multi-Server Manager displays the Create archive or descriptor dialog.

13 The value in the Description field, MSM Archive for Content Types, defaults from the
FF3_Templates_ContentTypes descriptor. You can change this value if you wish.

14 In the Save to archive field, enter FastForwardTemplateAndContentTypeArchive The suffix
.pda will be attached to the file name automatically. You do not need to add a suffix to the
name of the archive.

15 We will create the archive in the default location (the root directory of the Rhythmyx
installation). If you want to create the archive in another location, click the browse button and

browse to that location.

16 By default, the Save descriptor checkbox is checked. We will leave this box checked, and
enter the name FFTemplateContentTypeDescriptor in the Descriptor name field to create a
new descriptor.

@Ereate Archive/Descriptor Wizard x|

Create &rchive or Descriptor

Check the optionz you swart ta perfarm.

Description: IMSM Archive for ContertTypes

v Create Archive

Save to archive: IExpresslnves’fmems':n:nr‘demwpe.&r- J

[V Save Descriptar

Descriptar Mame: I}(ICDMEntTypeDesu:riptnr

= Back | Finizh Cancel Help

Figure 9: Create Archive and Descriptor dialog with data for XIContentTypes archive and descriptor

17 Click the [Finish] button.

Multi-Server Manager begins creating the archive. Depending on the type of elements you
are packaging in the archive, and the number of packages you are including in the archive,
creating the archive may take several minutes. Multi-Server Manager displays a progress
dialog to inform you about the progress of the processing.
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18 When processing reaches 100% complete, click the [Close] button on the progress dialog.

Browse to the root of the Rhythmyx directory (or other location where you created your archive) and find
the file FastForwardTempalteAndContentTypesArchive.pda.
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CHAPTER 3

Preparing the Production Server

Percussion Software strongly recommends that your production server be a unique installation of the
Rhythmyx server on a different machine than your development server. Isolating your production server
from your development environment ensures the stability of your production server.

The production server should be a robust system, at least meeting, and preferably exceeding, the minimum
technical requirements for the system. For detailed technical requirements, see Installing Rhythmyx.

The process of installing a production server is very close to the process of installing a development
server, but there are several installation options that are unnecessary, or even undesirable, in the
production environment. These options include:

= Rhythmyx Development Tools (for example, Workbench, which you do not need in the
production environment)

= Enterprise Content Connector (a special tool requiring a separate license; for details see the
document Rhythmyx Enterprise Content Connector.)

= FastForward (You will be deploying your modified FastForward implementation to the
production server; the production server should not include FastForward in your production
server installation to minimize the possibility of conflicts between the shipped implementation
and your modifications.)

This section includes detailed procedures for installing a production server in the following environments:
= Microsoft Windows, with Microsoft SQL Server as the Repository database
= Sun Solaris, with Oracle as the Repository database

Note that in addition to these example procedures, you can install Rhythmyx to any combination of
supported operating system and supported RDBMS.

In each case, we make the following assumptions:

= The name of the Repository database or schema is rxmaster.
= The Full-text Search Engine will be installed on the same machine as the Rhythmyx server.
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Installing a Production Server in Windows

For the purpose of this procedure, we assume Rhythmyx server and SQL server are installed on the same
machine. We will perform the installation using the graphical user interface.
To install a production Rhythmyx server:

1 Insert the Rhythmyx CD-ROM into the computer's CD-ROM drive.

2 In Windows Explorer, browse to the Setup directory on the CD-ROM and double-click on

setup.exe.
The Rhythmyx installer launches and displays the first dialog of the installation wizard.
- EX

¥ Rhythmyx Installer
Welcome to the InstallShield wizard for R hythmme

Rhythmyx The InstallShield wizard will guide you through the installation steps.

COHTEHT MANAGEMEHNT

Percussion’

Cancel

Figure 10: Welcome screen

3 Click the [Next >>] button.
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The installation wizard displays the license agreement dialog.

¥ Rhythmyx Installer

=1

Please read the following license agreement carefully.

Rhythmyx' SOFTWARE LICEMSE AND SLIPPORT AGREEMENT

COHTEHT MANAGEMEHNT

[

This Software License and Support Agreement the "Agreement™
estahlishes the terms and conditions regarding the licensure
and use of Rhythmyy sofhware products, suppont, and
accompanying documentation.

1. Definitions of Terms Used:

AC'PERCUSSION" means PERCUSSION Software, Inc. and
subsidiary, the owner or licensor of the Software
Install licensed hereundear.
B."LICEMSEE" means the individual or the business
entity licensing the copy ofthe Software described
inthis Agreement, as evidenced by an appropriate
3 purchase order and delivery of Software by
Ly FERCUSSION. Onlythose persons in LICEMSEE's
Percussion arganization having a need to use the Software in

tho aarmmal canrca Af thair armalovenont ara aothorizad

(£

" | acceptthe terms of the license agreament.

& | do not accept the terrms of the license agreement.

= Back ||:|| Cancel |

Figure 11: License agreement

4 Click the I accept the terms of the license agreement radio button and click the [Next >>]
button.
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The installation wizard displays the Choose Installation Type dialog.

S=1E3

% Rhythmyx Installer

Choose Installation Type

Rhythmyx JELEZEN

CONTENT MANAGEMENT

* Upgrade existing install

Install

>

Percussion”

= Back Mext= | Cancel

Figure 12: Installation Type dialog

5 If you have not installed Rhythmyx on this machine before, the default option is the New
Install radio button. Select this button if it is not already selected. Click the [Next >>] button.
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The installation wizard displays the Installation Directory dialog.

¥ Rhythmyx Installer

=][E3
Installation Directory

Rh yﬂ] 11)2.4 Diractory:

COHTEHT MANAGEMEHNT |C1Hh'5l1hm'5l'}{

Browse |

Install

=

Percussion”

= Back Mext= | Cancel

Figure 13: Installation Directory screen

6 The Directory field defaults to C:\Rhythmyx. If you want to install to a different directory, you
can enter it in the Directory field, or click the [Browse] button and browse to the location
where you want to install Rhythmyx. Once you have defined the directory where you want to
install, click the [Next >>] button.

If the directory does not already exist, the installation wizard will ask if you want to create the
directory. Click the [Yes] button to create the directory.

7 Click the [Next >>] button.
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The installation wizard displays the Select the products you would like to install dialog.

BX]

% Rhythmyx Installer

Selectthe products you swould like to install:
Rhythmyx N | Product Setup Type

CONTENT MAHAGEMENT

v Rhythryy Repository Database |Tﬁ_.rpical j

v Rtwthrmyy Server |Tﬁ_.rpical j

W Rhythrmy Publisher |Custom |

v Rtwthrmys Developrment Tools |Tﬁ_.rpical j

v Rtwthrmys Enterprise Content Connector |T1.fpical j

W Rhythroy: Full Text Search Typical |

Install v Rhythroys FastForsard (Mew Install Onbyd |Custn:|m j
Percussion

<Back|{"Hgd5 | cancel

Figure 14: Select the products you would like to install dialog

8 Uncheck the following options:
= Rhythmyx Development Tools
= Enterprise Content Connector

= Rhythmyx FastForward (You will be deploying your modified FastForward
implementation to this server.)
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The following screenshot shows the recommended configuration of this dialog for production
server installation:

S[=/e9

¥ Rhythmyx Installer

Selectthe products you swould like to install:

ththmyx B | Product Setup Type

COHTEHT MANAGEMEHNT

Iv Rhythryy Repository Database |Tﬁ_.rpical
v Rhythroys Server |T1.fpical
¥ Rhythry Publisher |Custam

[ Rhythroys Development Tools |

[ Rhythroyy Enterprise Content Connector |
W Rtwthroyy Full Text Search |Tﬁ_.rpical
[ iRhythrmyy FastF orward (Mew [nstall Onlki |

Install

Lo L L L e Lef L

=

Percussion’

= Back Mext = Cancel

Figure 15: Recommended configuration for production server installation

9 Click the [Next >>] button.
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The installation wizard displays the Select Publisher Features dialog.

! Rhythmyx Installer

Selectthe features for "Rhythrms Publisher you weould like to install:

Rhythmyx H Product Installation

CONTENT MAHAGEMERNT .
[ Database Publisher

Install

>

Percussion’

Cancel

Figure 16: Select Publisher Features dialog

10 Leave all boxes on this dialog unchecked. Click the [Next >>] button.
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The install wizard displays the Rhythmyx Server Type dialog.

¥ Rhythmyx Installer |Z| |§| |:

Rbwthrrys Sener Type:

ththmyx - IS}-'Stem Mastar LI

COHTEHT MANAGEMEHNT

Install

=

Percussion”

InstallShield

=Back || Mewt= | Cancel

Figure 17: Select Server Type dialog
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The install wizard displays the Installation Information dialog

BX]

% Rhythmyx Installer

Rhythiyx Content Manager Installation Information

Rhythmyx Enteryour license number.

CONTENT MANAGEMENT |

Enter your installation code.

Install

>

Percussion”

= Back Mext= | Cancel

Figure 18: Installation Information dialog

11 Enter the license number and installation code, which you can find on the back of the CD
jacket. Click the [Next >>] button.
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The installation wizard displays the license summary dialog, which lists the components you
are licensed to install.

¥ Rhythmyx Installer

Rhythmyx

COHTEHT MANAGEMEHNT

Install

=

Percussion’

S[=/e9

Welcome to Rbythrs Enterprise Edition setup.

ou are licensed to install Rhwthrnsy Enterprise Edition with the following
parts:

Swsterm Master
Document Management
Wiord Connector

File Fuhlisher
Diatabase Publisher
Multi-Semner Manager
Full Text Search

= Back Mext= | Cancel

Figure 19: License summary dialog

12 Click the [Next >>] button.
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% Rhythmyx Installer

The installation wizard displays the Repository Database Selection dialog.

S=1E3

Repository Database Selection

Rhythmyx Jdbc drivar
CONTENT MANAGEMERNT |Jtd55q|59wer ﬂ
Install
Percussion”
o el

Figure 20: Repository Database Selection dialog

13 The default value for this dialog is jtds:sqlserver. Leave this option selected. Click the
[Next >>] button.
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The installation wizard displays the Repository Database Definition dialog.

i Rhythmyx Installer |z| |E| f'5__<|

Repository Database Selectiaon

Rhythmyx' Database Server: MhostporLinstance=sinstanceMame]
e |IIR}{BE!nfer:25555;instance:Rhy'thmy'x

Login 1D

FPasswaord

Percussion

= Back Mext = Cancel

Figure 21: Repository Database Definition dialog

14 In the Database Server field, enter //localhost (or the name or IP address of the machine where
the SQLServer database resides if it is not local). (NOTE: The jtds driver requires the double
backslashes (//) in the server specification. If you have specified a port other than the default
{1433} for your SQL server installation, you must also specify the port {for example:
/Nocalhost:1433}. If you use a SQL Server instance, you must specify the instance as well:
/llocalhost:1422;instance=Rhythmyx.) In the Login ID field, enter the login ID of your SQL
Server installation (the default user is sa). In the Password field, enter the password of the
user used to log in to the database. Click the [Next >>] button.
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The installation wizard displays the Schema and Database Definition dialog.

=1

% Rhythmyx Installer

Repository Database Selection

R hythmyx SchemalOwner

CONTENT MANAGEMENT
dho =l
Datahase
|r}{master j

Please provide a name far this datasource configuration

|Rhy’thmy’xD atal

Install

>

Percussion”

= Back Mext = Cancel

Figure 22: Schema and Database Definition dialog

15 If you defined a database owner other than the default dbo owner, choose the owner from the
Schema/Owner drop list. (In most cases, you can leave the default {dbo} selected.) In the
Database drop list, choose rxmaster. The default name for the datasource configuration used
to connect to the database is RhythmyxData, but you can change the name if you prefer. Click
the [Next >>] button.
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The installation wizard displays the Rhythmyx Service Properties dialog

S[=/e9

¥ Rhythmyx Installer

Rhythiyx Service Properies.

Rhythmyx Enter the name and description ofthe Rhythroye Service.

COHTEHT MANAGEMEHNT

Rbwthrrys Service Mame
|Rhﬁ,-'thmﬁ,-'x Senver

Rhythiyx Service Description

|F'er|:ussi|:|n Rhythimyx Server

Install

=

Percussion”

T e

Figure 23: Rhythmyx Service Properties dialog

16 For the purposes of this procedure, we will use the default name (Rhythmyx) and description
(Percussion Rhythmyx) of the Rhythmyx service. Click the [Next >>] button.
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The installation wizard displays the Rhythmyx Server Settings dialog.

BX

% Rhythmyx Installer

Rhythiyx Senver Settings.

Rh yth myx Ryt Port.

CONTENT MAWNAGEMEMNT
|9992

Install

>

Percussion”

InstallShield

=Back || Mewts Cancel

Figure 24: Rhythmyx Server Settings dialog
17 We will use the default port (9992). Click the [Next >>] button.
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The installation wizard displays the Full Text Search Settings dialog

- B

¥ Rhythmyx Installer

Rhythrme: Full Text Search Settings.

Rhythmyx

COHTEHT MANAGEMEHNT

Full Text Search Engine host name.

|I|:u:alh|:|st

(Change the hostname anly ifyou swould like to install and run
the full text search engine on a remote machine.)

Full Text Search Target Install Location:

Install | CARhythrvdsys_search

Browse |

i . Search and index port number (must be unigue within the neteork):
Percussion”

|9993

Cancel

Figure 25: Full-text Search Settings dialog

18 If you want to set up full text search on the local machine, accept the defaults for the search
engine host name and the search target install location. (See the Note below for information on
choosing a port.) Click the [Next >>] button.

NOTE: Percussion Software recommends that you choose unique search port numbers other than the
default port number (9993) for each installation of Rhythmyx with full text search within the same
network, whether it is a development or a production installation. Choosing unique search port
numbers avoids a potential conflict with search results that can occur when two Rhythmyx servers on
the same network use the same search port number.
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The installation wizard displays the Application Server Settings dialog.

BX]

% Rhythmyx Installer

Application Server Settings

Rhythmyx Marming Service Port.

CONTENT MAWNAGEMEMNT
|9995

Faming Service Rl Port.
9996

JREMP [mvoker Service Rl Por.
|999?

Pooled Invoker Seniice Pon.

|9998

Install

JMS LILZ Service Port.

3 |9999

Percussion AJP 1.3 Service Port.

|1unnn

= Back Mext= | Cancel

Figure 26:Application Server Settings dialog

19 This dialog lists the ports that will be used by the Rhythmyx server and its container. Reivew
these ports to ensure that they are not already in use. If necessary, change these ports. Click
the [Next >>] button.
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The install wizard displays the installation summary dialog.

& Rhythmyx Installer

- BX]

Suite will be installed in the following location:

Rhythmyx

CAR Rt

with the following features:

Rhythmys Repository Database
Rhythmy Server

Rbwthrmys Publisher

Rhythmyx Development Tools

Rhythimme FastForward (Mew [nstall QOnlyd

6 for a total size:

Percussion <ley S

Install

\ [+

<ok [CREEE] | concel |

Figure 27: Installation summary dialog

20 Click the [Next >>] button.

The installation process launches. The installation wizard displays a progress dialog notifying
you of the progress of the installation. When the installation is complete, the install wizard
displays the success dialog.

If installation fails, see the troubleshooting recommendations in Getting Started with
Rhythmyx.

21 Click the [Finish] button.
The installation wizard displays the readme dialog.

22 Review the readme and click [Done] to complete the installation process.
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Installing a Production Server in
Solaris/Oracle

NOTE: Before beginning the Rhythmyx installation, define a schema named rxmaster in Oracle that will
serve as your Rhythmyx data repository. You must also have a login ID and password for the Solaris and
Oracle servers. Contact your system or database administrator to obtain the necessary Solaris and Oracle
accounts.

IMPORTANT REQUIREMENT: To open the Rhythmyx server installed in a UNIX environment, you
must install the GNU Compiler Collection (GCC), Version 3.2.2 or higher. You can download GCC from
www.freeware.com. Install GCC to either /usr/local/lib or /ust/lib; otherwise, you will have to modify the
environment variable LD_LIBRARY_PATH (for the user account under which Rhythmyx is installed) to
include the GCC path you use.

To install Rhythmyx on a production Solaris platform with an Oracle back-end, using the command line:

1 Create (or have your administrator create) a user in Solaris to install and run Rhythmyx. (If
you run multiple instances of the Rhythmyx server, create a user for each instance.) The user
you create must be the owner of all files copied from the CD-ROM; must have read
permissions on all installer files; and must have execute and read permissions on the following
files:

= suite.so

= SetupConsole.sh

NOTE: You must log in as this same user to run Rhythmyx and perform upgrades.

2 Copy the contents of the installation CD-ROM to the install user's home directory
(/fexport/home/username). (You cannot run the Solaris installation directly from the CD-
ROM.)

3 From the install user's home directory, change to the directory containing the Rhythmyx setup
installation files.
$ cd rxinstaller/setup

4 Run the shell script SetupConsole.sh.
$ sh SetupConsole.sh

NOTE: If you receive a message about insufficient disk space, create a temporary directory under the
install user's home directory called tmp.

$ cd /export/home/username
$ mkdir tmp
Then run the install script again, using this command line:

$ sh SetupConsole.sh -is:tempdir /export/home/username/tmp
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5 The InstallShield Wizard is launched and displays the following text. Enter 1 and press Enter
to continue.

Initializing Installshield Wizard...

Freparing JTawvaltm) Wirtual Machine...

Welcome to the Installshield wizard for Bhythmys.

The Installshield wizard will guide you through the installation steps.

Press 1 for Mext, 3 to Cancel or 4 to Redisplay [11 1

Figure 28: Install Wizard Welcome

6 Press Enter to read the license agreement and enter g to quit when you have finished.

Please read the following license agreement carefully.

SOFTWARE LICEWSE AMD SUPPORT ACREEMEMT

1. GRAMT: PERCUSSION grants to LICEMSEE a perpetual, non-exclusive,
non-transferabhle license (the

"License") to use each Product on the Designated CPU as described in a fully
executed purchase order or

other ordering documents. Designated CPU must be owned or Teased by LICENSEE.

2. TERM aND TERMIMATIOM: This #Agreement shall be effective on the date LICEMSEE
acquires the

Product and remain in force until terminated. PERCUSSION may immediately
terminate all Licenses without

further obligation or Tiability if: a.) LICEMSEE fails to pay amount due
hereunder and continues to be

delinguent for a period of (300 days after the Tast day on which pavment is
dug; or h.) a petition alleging

insolvency is filed by or against LICENSEE, or a receiver is appointed for any
part of LICEMSEE’S business,

or 1ts assets are assigned for the benefit of creditors; or <. LICENSEE

Press ENTER to read the text [Type g to quit]
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7 Enter 1 and press Enter to accept the terms of the license agreement.
Please choose from the following options:

[ 11 -1Iaccept the terms of the Ticense agreement.
[¥] 2 - I do not accept the terms of the Ticense agreement.

To select an item enter its number, or O when vou are finished: [0] 1

Figure 29: Accepting the License Agreement

8 Enter 0 and press Enter to quit out of the prompt. (If you don’t enter 0, the script keeps
prompting you to accept the license agreement.)

[¥] 1 - I accept the terms of the license agreement.
[ 12 -1Idonot accept the terms of the Ticense agreement.

To select an item enter its number, or 0 when vou are finished: [0] O

Figure 30: Quitting the License Agreement Prompt

9 The script displays information about the need to create a user ID to run the Rhythmyx
installation, run Rhythmyx, and perform updates to the installation in the future. (Note that
when performing an update, this user must also have read and write permissions on all the
files under the Rhythmyx root directory.) You should have already created this user in step 1
of this procedure. Create the user ID if necessary and enter 1 to continue.

Please read the information below.

If vou are performing a new installation of Rhythmyx, then wou must create a
system account for Rhythmyx, Togin into the system with that account and then
run the installation. You must then use the new account for running Rhythmws
and performing updates to the Rhythmyx installation. If you are performing an
update to an existing Rhythmys installation, then wou must Togin into the
system with the same account under which wou installed and run Bhythmyx. Also
make sure that this account has read and write permissions on all the files
under the Rhythmys root directory.

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Figure 31: Reminder to Create Install User in Solaris
10 Enter 1 and press Enter for new install.
Choose Installation Type
Choose Installation Type

1. New install
2. lUpgrade existing install

Enter one of the options above: [1] 1

Figure 32: New or Upgrade Installation Prompt

11 Rhythmyx displays the default location for the installation, which is under the install user's
home directory. Press Enter to accept the default and continue.
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Installation Directory

Enter a directory: [fexport/honesbobbie/Bhythny=] B

Figure 33: Installation Directory Prompt

12 The script asks if you want to create the installation directory if it doesn't exist. Enter 1 and
press Enter to create the directory and continue.

1. 0K
2. Cancel

The directory does not exist. Do you want to create it? [1] 1

Figure 34: Prompt to Create the Installation Directory

13 Set the install user permissions (according to the information in the following prompt) on all
files under the Rhythmyx root installation directory, if necessary. Enter 1 and press Enter to
continue.

Please read the information below.

The current user must have read and write permissions on all the files under
the Rhythmys root directory. Please reset the file permissions before
continuing with the installation.

Fress 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Figure 35: User Permissions Prompt

14 Deselect the following products from the installation options list (they aren't necessary in the
production environment):

= Rhythmyx Enterprise Content Connector
= Rhythmyx FastForward
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To deselect a product, enter its number at the prompt, press Enter, and follow the on-screen
instructions. Then deselect the next product. When you have finished deselecting products,
enter 0 to continue with the installation. The following dialog shows how to deselect
FastForward; Enterprise Content Connector is already deselected in this example.

Select the products you would Tike to install:

To select/deselect a product or to change its setup type, type its number:

Product Setup Type
1. [%] Rhythmy: Repository Database Typical

2. [#] Rhythmys Server Typical
3. [=] Rhythmyx Publisher Custom

4. [ 1 Rhythmyx Enterprise Content Connector

5. [x] Rhythmyx Full Text Search Typical

E. [#] Rhythmys FastForward (Mew Install only)  Custom

Other options:

0. Continue installing

Enter command [0] B

1. Deselect “Rhythmyx FastForward {Mew Install only)”

2. rChange “Rhwthmyx FastForward (Mew Install Only)” setup tvpe

Enter command [1] 1

Figure 36: Choosing Rhythmyx Products to Install

The following screen shot shows the recommended configuration of this dialog for the
production server installation:

Select the products you would Tike to install:

To selectfdeselect a product or to change its setup type, type its number:
Product Setup Type

1. [#%] Rhythmyx Repository Database Typical

2. [#] Rhythmy: Server Typical

3. [#] Rhythmys Publisher Custom

4. [ 1 RBhythmyx Enterprise Content Connector

5. [#] Rhythmws Full Text Search Typical

. [ 1 Rhythmyx FastForward {Mew Install oOnlyd

Figure 37: Recommended Products Configuration for Production Server
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15 Do not select either of the two features displayed for the Rhythmyx Publisher. Enter 0 to
continue with the installation.

Select the features for "Ehythmyx Publisher" vou would Tike to
install:

Bhythmyx Publisher

To select/deselect a feature or to wiew dits children, type
its number:

1. [ 1 Database Publisher
Other options:
0. Continue installing

Enter command [0]

Figure 38: Publisher Options

16 Specify the type of Rhythmyx server you want to install. Enter 1 and press Enter to choose
System Master, which is used in most situations.

Rhythmys Server Type:

1. System Master
2. Publishing Huhb

(1] 1

Figure 39: Choosing the Rhythmyx Server Type

17 Enter your license number and installation code, which you can find on the back of the install
CD-ROM jacket. (The number and code shown here are only examples.)

NOTE: Remember that the license number and installation code are only good for 30 days. After 30
days, contact Percussion Software, Inc., Technical Support for a new number.

Rhwthmy: Content Manager Installation Information

Enter vour license number. [] B-BAEA-BFIAID-TIAC-932
Enter vour installation code. [1 B-BAEA-BFIAID-TIAC-92

Figure 40: Entering the License Number
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18 The installer displays a summary of the Rhythmyx features you are licensed to install.
Confirm that the correct components are listed and enter 1 and press Enter to continue.

Welcome to Rhythmys Enterprise Edition setup.

You are licensed to install Rhythmys Enterprise Edition with the following
parts:

System Master
Document Management
Word Connector

File Publisher
Database Publisher
Multi-Server Manager
Full Text Search

[Fress Enter]

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Figure 41: Rhythmyx Features Licensed to Install

19 Define the Jdbc subprotocol to connect to your database. For an Oracle database, enter 2 for
oracle:thin.

Repository Database Selection

jtds:sqlserver
oracle:thin
sybase

dhz

HLd 2 —

Tdbc subprotocol [1] 2

Figure 42: Database Subprotocol Selection

20 Rhythmyx asks you to enter the database server name. The installer automatically fills in for
you the name of the server on which you are installing Rhythmyx. If this is where your
database is, press Enter to continue. If your database is on a different machine, enter the IP
address or host name for that machine, the port number, and the SID and press Enter.
Remember to insert the @ sign before the IP address or host name.

Repository Database Selection

Database Server: @fhosti:{porti:{sid} [Bgapercsun:1521:0RCL] @255.255.255.92:
1521:renzar

21 Enter your Oracle login ID and password and enter 1 and press Enter to continue.

Login ID [] BOBBIEK
Password []1 demo

Press 1 for Mext, 2 for Prewious, 3 to Cancel or 4 to Redisplay [11 10

Figure 43: Oracle Login ID and Password
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22 If the connection to the database is successful, you see a message similar to the one shown
below.

Connecting to : jdbc:oracle:thin:@255.255.255.92:1521:0RCL
Connecting to : jdbc:oracle:thin:®255.255.255.92:1521:0RCL

NOTE: If the installer cannot connect to the database successfully, check that you entered the
following data correctly: the database host machine IP address or host name, port number, SID, and
the database user login ID and password. If these are correct, be sure the two servers can
communicate, for example, be sure both servers are running and that there is no problem such as a
firewall configuration that prevents access.

23 If the connection to the database is successful, the installer displays a list of schema names. At
the prompt, enter the number for the schema that will serve as your Rhythmyx data repository
-- rXxmaster -- and press Enter.

a0, SCOTT
3. SI_INFORMTN_SCHEM&
32. 5¥5

33, SYSMAN
34. SYSTEM
35. TESTPML
36, WAMST
a7, WaMsIz
38, WKPROXY
39. WKSYS
40. WE_TEST
41. MWMSYS
42, XDB

(11 7

Figure 44: Select Schema Name

24 After the installation wizard connects to the schema you specify, it asks you to specify a name
for the Datasource configuration. The default name for the Datasource configuration is
Rhythmyx Data, but you can change it to another name if you prefer.

Connecting to : jdbcioracle:thin:@10.10.10.91:1521;: reznor
Please provide a name for this datasource configuration: [RhythmyxDatal

Figure 45: Datasource configuration

25 Accept the default bindPort number of 9992 by pressing Enter. (The bind port number must
be in the range 1025 through 65535, as numbers 1 through 1024 are reserved by many
companies.)

Rhythmy= Server Settings.
bindPort [99921 B

Figure 46: Choose Bind Port Number
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26 The installer displays a warning that all port numbers in the installation must be unique.
Follow the instructions to change the port number, if necessary, or press Enter to continue. If
you wish, you can enter 1 at the prompt to prevent the installer from displaying this warning
message in the future.

Rhythmys Server Settings.
bindPort [3392]
Press 1 for Mext, 2 for Prewious, 3 to Cancel or 4 to Redisplay [1] 1

1. Don“t repeat this warning
2. Continue to show this warning

Each port number in this installation must be unigue.
If the port number on this page duplicates any other in this installation,
then return to this page and change the port number. [1]

Figure 47: Unique Port Number Warning

27 The installer displays the Full Text Search dialog as shown in this step. If you want to set up
full text search on the local machine, accept the defaults for the Full Text Search Engine host
name and the Full Text Search Target Install Location by pressing Enter at both line prompts.
Enter a unique value other than 9993 for the Search and index port number. (See the Note
below for more information on choosing a port.) If you wish to set up full text search on a
remote machine, see Installing Rhythmyx.

NOTE: Percussion Software recommends that you choose unique search port numbers other than the
default port number (9993) for each installation of Rhythmyx with full text search within the same
network, whether it is a development or a production installation. Choosing unique search port
numbers avoids a potential conflict with search results that can occur when two Rhythmyx servers on
the same network use the same search port number.

Rhythmy: Full Text Search Settings.

Full Text Search Engine host name. [localhost]

Full Text Search Target Install Location:
[fexpart/homesbobbies/Rhythmys/sys_search]

Search and index port number (must be unique within the networkl: [3333] 3996

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Figure 48: Full Text Search Settings
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28 After you define the full-text search configuration, the installation wizard displays a set of
application server ports. These ports are used internally by the Rhythmyx application server.
check to confirm that these ports are not in use. If any of the ports are in use, change the port
to one that is not in use.

fdpplication Server Settings

Maming Service Port. [9232]

Maming Serwice RMI Port. [3233]

JRMP Invoker Servwice RMI Port. [9234]
Pooled Invoker Service Port. [3235]
TMS UILZ Serwice Part. [923E]

&TF 1.3 Serwice Port. [9237]

Figure 49: Appliation Server Port Listings

29 Enter 1 and press Enter to confirm the display of location and features for your Rhythmyx
installation. The features listed should include the Rhythmyx Repository Database, Rhythmyx
Server, Rhythmyx Publisher, and Rhythmyx Full Text Search.

Suite will be installed in the following location:
Fexport/homebobbiesRhythmnys
with the following features:
Rhythmyx Repository Database
Rhythmys Server
Rhythmys Publisher
Rhythmys: Full Text Search
for a total size:
8.7 MB

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Figure 50: Rhythmyx Installation Location and Products
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30 The installation runs, displaying a progress bar and a list of extensions it is installing.
Periodically, it displays other messages indicating what is being installed, for example:

Installing
[hstalling
[nstalling
[hstalling

Installing
[hstalling

Installing
[hstalling
rconfi

extension:
extension:
extension:
extension:

extension:
extension:

extension:
extension:

Java/qlobal fpercussiondworkflow/sys_wfPerformnTransition
Tava/global /percussionfworkflows/sys_wfNextNumber
JTava/global fpercussionfworkflow/sys_wiNextHumbersecondary
Tava/qlobal fpercussion/workflow/sys_widetCheckOutlserstatu

Java/global fpercussion/workflows/sys_wfExecutedctions
Java/global fpercussionfworkflow/sys_wfappendworkflowaction

Tava/global fpercussionsworkflow/sys_wfaddEd] tauthFlag
Java/sglobal/percussionfcms/publisher/sys_pubCreatePublishe

g
COETTERTEE e et et rer e e e e ety
Installing Rhythmy: Publisher. Please wait...

Zreating uninstaller...

[hstalling Rhythmyx Full Text Search. Please wait...

Figure 51: Rhythmyx Installation Messages

If installation fails, see the troubleshooting recommendations in Getting Started with
Rhythmyx.

Post-Installation Steps

When the installation is complete, follow these steps:

1 Read the readme.txt file in the Rhythmyx root installation directory. It contains information

that could be very important to you.

2 To enable auto-startup of Rhythmyx, run the InstallDaemon.sh script located in the Rhythmyx

root directory. This script must be run as root.

3 Source the .profile file to update the environment variables for the current shell.
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CHAPTER 4

Installing Implementation Multi-
server Manager Archives on the
Production Server

Once you have installed the Rhythmyx server on your production machine, and defines the server Roles
required by your implementation, you can deploy your Multi-Server Manager Archives to the production
environment.

The order in which you deploy the archives is important. The order in which the FastForward descriptors
are numbered conforms to best practices when installing deployment archives.

1 Workflows

Content Types

Slots and Templates (or Variants, if you use any)
Content Lists

Sites

o g A~ W N

Communities
7 Additional Implementation Elements

Before beginning this procedure, you must register your production server. For details about registering a
server, see "Registering Your Development Server" (see page 8).

Your development server does not have to be running during deployment, but your production Rhythmyx
server must be running.
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Simple Example of Archive Installation

This procedure walks you through the process of installing a Multi-Server Manager archive. In this case
we will install the Content Types archive created in the topic Simple Example of Archive Creation (on
page 11) .

We will assume that Multi-Server Manager is already running, that you have registered your production

server. If you have not registered your production server, see Registering Your Development Server (on
page 8). For the purpose of this exercise, we will assume that the production Rhythmyx server is named
Sparrow and the Rhythmyx port is 24992.

You do not need to be connected to your development Rhythmyx server to install the archive on the
production server; in fact, the development Rhythmyx server does not even need to running to install the
archive on the target server. The production Rhythmyx server must be running, however, and you must
have an active connection to it. If you have shut down Multi-Server Manager since you registered the
production server, you will need to re-establish the connection. To connect to Sparrow:

1 In Multi-Server Manager, expand the Repository Alias node of the database for the production
Rhythmyx server.

2 Right-click on the server icon, and from the popup menu, choose Connect.
Multi-Server Manager displays the Connect to Server dialog.

3 Enter the User Name and Password for a user that has rights to access the production
Rhythmyx server, and click the [OK] button.

Multi-Server Manager establishes the connection. If the attempt to establish a connection
fails, Multi-Server Manager returns an error. If it succeeds, Multi-Server Manager does not
display any indication of success. To confirm that the connection has been established
successfully, right-click on the server node again. If the first entry in the popup menu is
Disconnect, you have established the connection successfully.

Before beginning to install the archive, Percussion Software strongly recommends that you backup both
the server and the database. Use standard backup techniques.

NOTE: Content Types have a dependency on Workflows, meaning the Workflows must already exist on
the production server before the Content Types archive can be deployed successfully. For the purpose of
this exercise, we will assume that the required Workflows have already been deployed to the production
server.

To install the Content Types archive:

1 Onyour development machine, start Multi-Server Manager.
2 Inthe Multi-Server Manager Menu bar, choose Action > Install Archive.

Multi-Sever Manager displays a warning dialog recommending that you backup your
Rhythmyx server and repository. If you have not already done so, click the [No] button and
back up your system. If you have already backed up your system, click the [Yes] button.
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Multi-Server Manager displays the first dialog of the Install Archive wizard.

E_' Install Archive Wizard

This wizard guides you through the process of installing an archive.
The wizard conzizts of the following steps:

Step 1: Choose an archive and the server in which you want to install it
Step 2: Choose the install mode.
Step 3 Choose the packages to install.

Mext = l ’ Cancel

Figure 52: Install Archive Wizard

3 Read the text and click the [Next] button.

Multi-Server Manager displays the Select Archive and Server dialog.
4  To specify the archive to install:

a) Click the browse button next to the Archive field.

Multi-server Manager opens a browse dialog showing the Rhythmyx installation directory
on the development server (this is the default location.)

b) Find the ExpressinvestmentsContentTypeArchive.pda file and select it.
¢) Click the [Open] button.

The browse dialog closes and the path to the archive is entered into the Archive field. The
name of the archive is entered into the Server Archive Name field.
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5 In the Target Server field, select Sparrow:8982.
lE_' Install Archive

X

Select an archive and server

Select the archive you want toinstall and the server

in which you want toinstall the archive,

Archive | srwardTemplatefndContentTypedrchive. pda |B

localbiost: 29992
Sparrow: 24992

Target Server

Server Archive name | FastForwardTemplateAndContent Typesrchive |

< Back ] [ Mexk = ] ’ Cancel ] ’ Help ]

Figure 53: Select Archive and Server dialog showing Content Types archive specified to deploy to the
server Sparrow.

6 Click the [Next] button.

Multi-Server Manager displays the Choose Installation Mode dialog with the Typical radio
button selected.

7 Click the [Next] button.

Multi-Server Manager displays the Select Packages to Install dialog.
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8 In the Available Packages list, select all packages in the archive, then click the [Add] button to
add them to the Packages to Install list.

{E) Install Archive Wizard(Select Packages to Install)

Choose the packages wou want ta inskall,

Choose the available packages wou want ko install and
add them ko the lisk of packages toinskall,

Available Packages Packages to install

HFFExternallink{Content Ty #*
rffFile(Content Type)
rfFGeneric(Content Type)
rfFEenericWord{Conkent T
rffHome{Conkent Type)
rfFImagelContent Type)
rffiavImagel Conkent Type
rffNavoniContent Type)

< Remove all rFfayTreelContent Type)
rffPressRelease(Content T
rfFlobListing{Content Type
< >

Skip ancestor validation

< Back ] [ Mext = ] [ Cancel ] [ Help

Figure 54: Choose Packages to Install dialog with all Content Type packages selected for installation

9 Click the [Next] button.
Multi-Server Manager displays the Transforms dialog.
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10 Click the [Guess All] button. This action checks the Add to Server box for all elements that

must be added to the target server.

) Install Archive Wizard (Transforms)

k3

Map the external datasources and elements from the fource to the target,

Map the external datasources from the source to the Earget.
Map the source elements bo target elements.

Uise the "Gusss Al butbon to guess all element mappings for all Element Types in all Packages

Elemnent Maps

Choose each element bype to viewfedit the element mappings of that ...

Map the elements by checking ‘Add bo server’ check-box or choosing t...

Content Type Definition

Kenvword Definition

Element Types:

Source to barget mapping

Source Add to server
:rfFJuhl_lstmﬁla‘J_

Target

| Guessal || Advanced.. |

|4

Packages

rfGtCorporatelnvestmentsCommen( Template)
rffGtEnterpriselmvestmentsComman( Template)
rffautolndesx(Content Type)
rffCalendar{Content Type)

rffEventiContent Type)

rffFile{ Content Type)

rffGenericiContent Type)

rfFGenericWord{ Content Type)
rffImagelConkent Type)

rfftavimage(Cantent Type)
rfftavon({Content Type)

rfflavTres(Content Type)
rffPressfelease(Content Type)
rffJoblisting{Content Type)

[ <Bak |[ mea> ][ cancel |[ Hep |

Figure 55: Transforms dialog showing Job Listing Content Type definition added to server

11 Click the [Next] button.

Multi-Server Manager displays a progress dialog showing its progress validating the packages
in the archive. When it finishes, it displays the Dependency Validation dialog.

12 Select each package in the archive to review the validation results.

Of the dependencies we identified when creating the archive:

= The system definition already exists on the server.

= Workflows were installed earlier

= the CT_RFFJOBLISTING table schema, Departments Keyword, and "shared" shared
field group are being installed as part of this archive.
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Show

The only remaining dependencies are the Communities associated with the Content Type,
which result in validation warnings.

all Results W

Define Ackions

[l

Dependency  Type Included Message Wearning/E... | Ackion
Corporake_In... [Shared Mo Dioes not exisk  |Warning Mone -~
Corporake_In... [Shared Mo Dioes not exisk  |Warning Mone
Enterprise_In... [Shared Mo Dioes not exisk  |Warning Mone
Enterprise_In... [Shared Mo Dioes not exisk  |Warning Mone

w
Skip this package

Figure 56: Validation dialog showing validation errors for the Content Types archive

13
14

15

If the value in the Warning/Error column is Error, you will not be able to install the package.
You should cancel installation of the archive and resolve the error. If you are attempting to
install an archive out of the recommended order, some required elements may not exist on the
target Rhythmyx server; install the archive with the required dependency before proceeding.
The archive you are trying to install may also be missing some required packages. If
necessary, rebuild the archive to include the required packages.

If the value in the Warning/Error column is Warning, you can install the package. If the
dependency already exists on the target server, Multi-Server Manager will not overwrite it. If
the dependency is part of the package you are installing, you should opt to install it as part of
the package. If the dependency is not part of the package you are installing, you can continue
with the installation and port these design elements later.

When you have addressed all validation problems, click the [Next] button.

Multi-Sever Manager displays the Installation Summary dialog. Review the installation status
for each package, then click the [Finish] button.

Multi-Server Manager begins the installation and displays a progress dialog so you can track
the progress of the installation.

When Multi-Server Manager finishes installing, it adds a [Show Log] button to the [Close]
button on the dialog.

To view the log, click the [Show Log] button.
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Multi-Server Manager displays the Archive Summary dialog.

'_E_lnrchi\re summary for <ExpressInvestmentsContentTypefrchive = il

Inztall Date:

SOUrce Server

versionBuild:

Jur 20, 20035 1:30:42 PR

hobj: 95992

5 6200304035

Package Logs | Transaction Log I

Matne | Type Ihstalled
Btief Contert Type b=
Calendar Contert Type b=
Category Contert Type b=
Contacts Contert Type b=
Event Contert Type b=
External Link Contert Type b=
File: Contert Type b=
Geteric Wiord Contert Type b=
GErneric Contert Type b=
Haotre Contert Type b=
Image Contert Type b=
Marirmage Contert Type b=
Marwon Contert Type b=
MawTres Contert Type b=
Press Release Contert Type b=
MWiemy Lo
Close

Figure 57: Log Summary dialog for Content Types archive

16 To view the log for a specific package, select the package and click the [Show Log] button.

17 To close any of the open dialogs, click the [Close] button.

It is a good idea to back up your system after each successful installation to preserve any changes in case
installation of a later archive fails. Such back ups alleviate the need to roll back to the pristine server if an
archive fails. Instead, you only need to roll back to the last successful archive.
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CHAPTER 5

Implementing Security in the
Production Environment

To implement security for Rhythmyx, you must define a security provider, which supplies a list of users
for Rhythmyx and authenticates them when they log in. You can then add your users to their Roles.

Finally, Rhythmyx provides some default security settings which you should modify to prevent
unintended access to your system.

Security providers link to external resources that list users that can use Rhythmyx. These external
resources provide authentication support when a user attempts to log in to Rhythmyx, and in some cases
also define the Rhythmyx Roles the user belongs to when logged in.

Four types of security providers are available for Rhythmyx:

= Directory Connection

A directory connection security provider uses a directory server, such as LDAP or Microsoft
Active Directory, to list and authenticate users. This security provider can also define the
Rhythmyx Roles for the users. The directory connection security provider is the
recommended security provider.

=  Windows NT

The Windows NT security provider can only be used in Windows environments. This
security provider uses the operating system's security system to list and authenticate users.
This security provider is the recommended alternative in Windows environments if a directory
connection security provider is not an option. Percussion Software generally recommends
converting your NT security to Active Directory and using a directory connection security
provider instead.

= Backend Table

The backend table security provider uses a database table to list and authenticate users. No
graphic front end is provided for this table, however, and both the user name and the password
are stored as clear text. While this security provider is useful for development environments
(the default Rhythmyx users shipped by Percussion Software are stored in the USERLOGIN
table in the Repository database), it is not recommended for production environments.

= \Web Server

The web server security provider derives users from a web server's security provider, and uses
that security provider to authenticate the users. The exact security mechanism is controlled by
the web server itself. This security provider is recommended for use only on portals or when
Rhythmyx runs as a servlet on another servlet container that provides security.
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Defining Security Providers

Before you can add users to your system, you must define a security provider.

Security providers link to external resources that list users that can use Rhythmyx. These external
resources provide authentication support when a user attempts to log in to Rhythmyx, and in some cases
also define the Rhythmyx Roles the user belongs to when logged in.

Four types of security providers are available for Rhythmyx:

Directory Connection

A directory connection security provider uses a directory server, such as LDAP or Microsoft
Active Directory, to list and authenticate users. This security provider can also define the
Rhythmyx Roles for the users. The directory connection security provider is the
recommended security provider.

Windows NT

The Windows NT security provider can only be used in Windows environments. This
security provider uses the operating system's security system to list and authenticate users.
This security provider is the recommended alternative in Windows environments if a directory
connection security provider is not an option. Percussion Software generally recommends
converting your NT security to Active Directory and using a directory connection security
provider instead.

Backend Table

The backend table security provider uses a database table to list and authenticate users. No
graphic front end is provided for this table, however, and both the user name and the password
are stored as clear text. While this security provider is useful for development environments
(the default Rhythmyx users shipped by Percussion Software are stored in the USERLOGIN
table in the Repository database), it is not recommended for production environments.

Web Server

The web server security provider derives users from a web server's security provider, and uses
that security provider to authenticate the users. The exact security mechanism is controlled by
the web server itself. This security provider is recommended for use only on portals or when
Rhythmyx runs as a servlet on another servlet container that provides security.

Implementing a Directory Connection Security Provider

A directory connection security provider uses a directory server, such as LDAP or Microsoft Active
Directory, to store the list of users and to provide authentication when they attempt to log in to Rhythmyx.
LDAP servers also provide the option of defining customer attribute identifiers, which provides additional
flexibility for defining attributes you can use in Rhythmyx. This feature is particularly useful for

associating

Roles with your users in your LDAP server. You can maintain your Roles as part of the user

attributes in LDAP rather than in Rhythmyx. Using this approach simplifies user maintenance in

Rhythmyx.
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Note that Active Directory does not provide this ability. If you use Active Directory as your directory
server, you will have to assign users to Roles in Rhythmyx rather than using the directory server to
maintain their Roles.

Implementing a directory connection security provider involves two phases:

= Defining a directory services configuration

A directory services configuration defines the data used to connect to the directory server and
to authenticate the user. A directory services configuration consists of the following data:

= Authentication

Authentication data defines the data used to log in to the directory server.
= Directory Configuration

A Directory Configuration defines the data required to connect to a specific
directory.

= Directory Sets

A Directory Set defines a group of Directory Configurations that can be accessed
together, and the connection information required to connect to them. You must
define a Directory Set before you can define a Directory Connection Security
Provider. A Directory Set may consist of a single Directory Configuration, of
multiple Directory Configurations for directories on the same directory server, or of
multiple Directory Configurations for directories on different directory servers.

= Role Providers (optional)
A Role Provider defines the data that determines how Rhythmyx will use directory
server information to determine the user's Roles once they have been authenticated.
= Defining the directory connection security provider
This section will describe an example set up of a directory connection security provider. You may find it
useful to download and install an LDAP browser to facilitate your directory services configuration. The
browser allows you to look up and confirm attribute, connection, and directory information. An LDAP

browser makes it easier to complete the directory services configuration, but the browser is not required to
complete the configuration successfully.

LDAP Configuration

In our example configuration, we will be using a SUNONE directory server that resides on a machine
named FastForward. The directory server listens on port 389 (the default LDAP port).

We use LDAP to authenticate three users:

= Lisa Kerr, Ed Wong, and Kent Hoyt are members of the Content Contributors Group. We
want to assign them to the Author Role in Rhythmyx. These users do not belong to any other
groups, and they should not be assigned to any other functional Roles.

= Bernadette Bridge is a member of the Team Captains Group, but she is the only member of
that group we want to have access to Rhythmyx. She will be a member of the Admin Role.

= All of these users must be Members of the XI_Members Community.
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We will also use Bernadette Bridge to bind to the directory server, so she must be able to search for and
read attribute values for any user in the directory that Rhythmyx will catalog on or authenticate. If we
were going to implement a Group Provider, Bernadette would also have to be able to search and read
attribute values of any Groups Rhythmyx would use to authenticate.

In addition to authentication, we want to derive Role information from the directory server (in other
words, we want to use it as a Role Provider). When using a directory server as a Role Provider, the user
objects searched during a query must contain attributes that will correlate to an existing Rhythmyx Role.
In other words, each user must have an object or group of objects, whose value equals the name of a Role
in Rhythmyx. Thus, the user objects for Lisa, Ed, and Kent must include an object whose values include
"Author" and "XI_Members".

Best practice when using LDAP is not to add a custom attribute to an existing object class, such as person.
Instead, create a new object class and add the custom attribute to that object's class. In our example, we
will create the new object class rhythmyxperson, and add the custom attribute, rhythmyxrole, to that
object class.

#f:Edit Dbject Class

s|lwir|e|c|e| x|

Makne: Parert:

| rhwythmy=Persan

PEFE0n

QD [ Optional):
| rhvythrmy=Perzon-oid

Axailahble Attributes: Reguired Attributes:
abstract il ch
adminiztratorcontactinfo ohjectclass
adminrole A ¥ | =h
acdtminur

AREEmoVE |

aliazedobjectname
aszociateddomain

C

rarerifirate

=4

ok |

aszocistedname

attributetypes

e Allovweed Attributes:
autharch ik
authorityrevocstionlist description
authorsn rhythrmyzrole
bootfile Al | seealso
bootpararneter P telephonenumber
buildincnsme | userpassward
husinesscategory

Cancel Help

Figure 58: rhythmyxPerson Object Class with rhythmyxrole Attribute
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We can then add this class to the list of object classes for the user object:

tag

pErE0n

Ohject clasz | organizationalPerzon

inetorgperson

rhythmyxperson

Figure 59: rhythmyxperson Object Class Added to the User Object

Once we have added the rhythmyxperson object class, we can add the rhythmyxrole attribute to the user
object and assign it values. For example, Bernadette Bridge's Role definition would be:

XI_Members
rhythimyrale

Aadin|

Figure 60: LDAP Role Definition for Bernadette Bridge
While the Role definition for Lisa, Ed, and Kent would be:

»I_Members
rhythimyxrole

Authar
Figure 61: LDAP Role Definition for Lisa Kerr, Ed Wong, and Kent Hoyt

Defining an Authentication for a Directory Services Configuration
The first step in defining the directory server configuration is to define an Authentication.

Before defining the Authentication, you might want to use an LDAP browser to test that the authentication
data will work. Start the browser and create a connection to your directory server:

£ Edit Session

Connection rﬂmiuns |

Host Info

Host: (101010129 : Yersion:

Base DN: [dc=percussionde=local -

Fetch DHs [ ] Anomymous hind

User Info

User DN: |uid=E!EIridge | [ ] append base DN

Password: |"“‘“‘"“"‘“““‘1

Cancel

Figure 62: Connection for Bernadette Bridge
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If the credentials are correct, you will be able to bind and catalog the directory:

< |DAP Browser\Editor v2.8.2 - [Idap:/f10.10.10.129/dc—percussion,dc-local]  [= |[B)[X]
File Edit View LDIF Help

[ | de=percussion,de=local | Attribute |Va|ue

o= 3 cn=Directary Administrators fuid BEridge
o= [ au=Groups ‘|givenName  Bernadefte

o [CJ ou=People §§ h Eernadette Bridoe

: . §§ Sh Eridige
o [(J|uic=BEridge “|rhythirreerole X_Mermbers

o= [ vid=KHonyt Arbwthrrperole adrnin

o= [ uid=LKerr “|mail bbridge@lnvestments. carm
o= [ vit=EWong §§ ohjectClass inetorgperson
o= [[] ou=Special Users ohjectClass organizationalPerson
lobjectClass person
§§ ohjectClass  rhythrmyperson
“|objectClass top

Figure 63: LDAP Browser connected using Bernadette Bridge's Connection
To define an Authentication:

1 Start the Rhythmyx Server Administrator.

2 Click the Directory Services tab. The default subtab is the Authentications tab.
3 Click the [Add] button.

Rhythmyx displays the Authentication Editor.

In the Name field, enter FastForward Authentication.

In the Schema drop list, choose Simple.

In the User Name field, enter BBridge.

~N o o1 b~

In the Password field, enter DeepSea (which is Bernadette Bridge's password).
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8 In the User Attribute field, enter uid (uid is the Naming Attribute on the SUnONE directory
Server).

& Authentication Editor E|

M ame | FastFonmard Authentication |

Schema | Simple w |
Credentialz
Ilzer Mame | BBndge | [ ] Append Baze DM

Paszword | TEEEEEE |

Credential Attributes
|zer Attribute | Lid |

Paszward Filker | L |

Figure 64: Authentication for FastForward Directory Server

9 Click the [OK] button to save the Authentication.
10 On the Rhythmyx Server Administrator, click the [Apply] button.

Defining a Directory for a Directory Services Configuration
The second step in defining a directory services configuration is to define a Directory. We will use the
FastForward Authentication to connect to this directory.

To define a Directory:

1 Inthe Rhythmyx Server Administrator, click on the Directory Services tab, then on the
Directories subtab.

2 Click the [Add] button.

Rhythmyx displays the Directory Editor.

In the Name field, enter FastForward Directory.

In the Catalog drop list, leave the default option, Shallow, selected.

In the Factory drop list, leave the default option, com.sun.jndi.ldap.LdapCtxFactory, selected.

In the Authentication drop list, choose the FastForward Authentication.

N O 01 b~ W

Complete the provider URL.:
a) Click the browse button next to the Provider URL field.
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b) Rhythmyx displays the Provider URL dialog. If your Authentication works correctly, it
will already have cataloged and fetched the Base DN.

## Provider URL Selector x|

Hast [localhost

Port |38

Authentication |FastForward Authertication |

Ezse D Il:lu:=per-:ussinn,dc=lcucal j

Fetch Baze Dh's Fetch

Catalog Base DM Catalog

;| ch=Directory Administrators
;| ou=Croups

;| ou=People

;| ou=Special Users

Ok Cancel Help

Figure 65: Provider URL Select Dialog showing DNs Cataloged and Fetched

c) If the Base DN field and the catalog field at the bottom of the dialog are blank, click the
[Catalog] button to catalog DNs, then click the [Fetch] button to fetch the base DN.

d) In directory tree in the large unlabelled field, select the ou=People directory.
e) Click the [OK] button.
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f) Rhythmyx returns to the Directory Editor dialog.

i@ Directory Editor x|

Marme IFastF-:urward|

Catalog  [Shallow |
Factory Iu:u:um.sun.jndi.Idap.LdapCthau:mry j
Authertication |FastForward Authentication |
Provider LRL Ildap:m::u:thDst:SBEIJ'Du:PEDpIE,d-:=peru:ussiu:un,du:=lu:u:al _I
Return attributes | %Nl XI

Enable debug output [

Ok Cancel Helg

Figure 66: FastForward Directory Definition

8 Click the [OK] button to save the Directory definition.
9 On the Rhythmyx Server Administrator, click the [Apply] button.

Defining a Directory Set for a Directory Services Configuration

The third step in defining a directory services configuration is to define the Directory Set. You must
define a Directory Set before you can create a Directory Connection Security Provider. Our Directory Set
will consist of the FastForward Directory.

To define a Directory Set:

1 On the Rhythmyx Server Administrator, click the Directory Services tab and the Directory
Sets sub-tab.

2 On the Directory Set sub-tab, click the [Add] button.
Rhythmyx displays the Directory Set Editor.

3 Inthe Name field, enter FastForward Directory Set.
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4 In the Directories box, double-click in the Name column and from the drop list, choose
FastForward Directory. When you choose this option, values for Catalog (Shallow) and
Provider URL ( Idap://localhost:389/dc=percussion,dc=local) will be added automatically.

5 Inthe Required Attributes box, click on the Values column of the roleAttributeName row, and
enter rhythmyxrole.
'*ﬁ'[)irectury %et Editor EI

Marme IFastFl:urward Directary Set

~Directories

Matne Catalog Provider LIEL
FaztForward Directory Shiallo Idapy Mocalhost: 33950de=p .

~Required Attributes

Matne Yalue

ohjectattributeMame Llicd
emailattributerlame
rolesttributerame rhythrmyxrole

Ok Cancel Help

Figure 67: FastForward Directory Set

6 Click the [OK] button to save the Directory Set.
7 On the Rhythmyx Server Administrator, click the [Apply] button.

NOTE. If you are using Microsoft ActiveDirectory, this is as far as you can go. ActiveDirectory cannot
be used as a Role Provider.
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Defining a Role Provider for a Directory Services Configuration
Since we want to use our directory server to maintain Rhythmyx Roles, we must define a Role Provider.

NOTE: You cannot use Microsoft ActiveDirectory as a Role Provider. If you use Microsoft
ActiveDirectory, you must maintain Roles manually.

To define a Role Provider:

1 Onthe Rhythmyx Server Administrator, click the Directory Services tab, then the Role
Providers subtab.

On the Role Providers tab, click the [Add] button.
3 Inthe Name field, enter FastForward Role Provider.

In the Directory Set drop list, choose FastForward Directory Set.

¥ Role Provider Editor

Mame | FastForward Role Provider

(=t ! (T=Y= I F 2tFonand Directony Set

Rale Delirniter [] Use Delimiter

[ k. l [ Cancel ] [ Help

Figure 68: FastForward Role Provider

5 Click the [OK] button to save the Role Provider.
6 On the Rhythmyx Server Administrator, click the [Apply] button.

Creating a Directory Connection Security Provider

Once you have completed the directory services definition, you can define a Directory Connection
Security Provider that allows you to query the directory server to authenticate your users, and in our case
to retrieve Role information for our users as well.

To create a Directory Connection Security Provider:

1 On the Rhythmyx Server Administrator, click the Security tab. The default subtab is the
Security Providers tab. Leave this tab selected.

On the Security Providers tab, click the [New] button.

3 Rhythmyx displays the Select new security provider type dialog. From the drop list, choose
Directory Connection Security Provider and click the [OK] button.

Rhythmyx displays the JNDI Security Provider Details dialog.

4 In the Provider Name field, enter FastForward Security Provider.
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5 In the Directory Provider drop list, choose FastForward Directory Set.

#&) JNDI {LDAP, NDS ...) Security Provider Details

Provider Properties

Provider Mame: | FastForward 5 ecurity Provided

Directary Provider: | FastFonaard Directany Set w

Cancel

Figure 69: FastForward Directory Connection Security Provider

6 Click the [OK] button to save the FastForward Security Provider.

Testing the Directory Connection Security Provider

To test the directory services configuration and Directory Connection Security Provider, we start a
browser and attempt to log in as Bernadette Bridge. When the browser displays the login dialog, we enter
the username BBridge and enter Bernadette's password (DeepSea). If we have configured everything
correctly, Bernadette will be authenticated and logged in to the X1_Members Community and the Admin
Role:

User: BBridge
Roles: ®I_Members, admin
Comnmunity: Edpress_Inwvestments

Figure 70: Bernadette Bridge Logged in to Content Explorer
Lisa Kerr will be logged in to XI_Members Community and the Author Role:

User: LKarr
Roles: ®I_Members, authar
Community: Express_Investments

Figure 71: Lisa Kerr Logged in to Content Explorer

Implementing a Backend Table Security Provider

A Backend Table Security Provider uses a backend database table that stores usernames and passwords.
(Rhythmyx uses the USERLOGIN table for this purpose). When authenticating a user, Rhythmyx queries
the table to find matches for the username and password entered when logging in to Rhythmyx. If it finds
matching values, the user has been authenticated and is logged in to Rhythmyx.

Rhythmyx does not provide an interface to the backend table. Use standard RDBMS mechanisms to
maintain the values in the tables.
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All data in the backend table, including the password, is stored unencrypted. Therefore Percussion
Software recommends against using this Security Provider in the production environment.

For the purposes of this exercise, we will assume that we have created a new table,
FASTFORWARDUSERS in the rxmaster database. This table consists of two columns:

= USERNAME
= LOGIN

To create a backend table security provider:

1 On the Rhythmyx Sever Administrator, select the Security tab. The default subtab is Security
Providers. Select the Security Providers tab if it is not already selected.

On the Security Providers tab, click the [New] button.

On the Select New Security Provider Type dialog, select Backend Table Security Provider
from the drop list. (Note: Backend Table Security Provider is the default option.) Click the
[OK] button.

Rhythmyx displays the DBMS Table Security Property Details dialog. The default tab for
this dialog is the Provider Properties tab.

4 In the Provider Name field, enter FastForward Security Provider.

ﬁ'DBMS Table Security Property Details 5'

Provider Properties | Back-end Connection | Authertication | attributes |

Provider Mame: IFastFu:urward Security F‘ru:uvider|

(0],9 Cancel Help

Figure 72: Backend Security Provider Properties Tab
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5 Define the backend connection:
a) Click the Backend Connection tab.

b) The System Credentials drop list should contain two entries, Define new... and a
connection to your installed Rhythmyx repository. The second entry should look
something like this: Rhythmyx Repository: jtds:sqlserver://fastforward:sa. Select the
connection to your installed Rhythmyx repository. When you select this option, the
following fields should be filled in automatically:

o UserlID

Password

Confirm Password
Driver

©O O O O

Server Name

¢) Inthe Database drop list, choose rxmaster.

d) Inthe Owner drop list, choose the database owner (for example, dbo).
e) Inthe Table drop list, choose FASTFORWARDUSERS.

\fﬁ"DBMS Tahle Security Property Details il

Pravider Properties  Back-end Connection | & thertication I .ﬂ«t_'tributesl

Syatem Credentials: IRh'y'thm':.fx Repository: s sglzerver: Mok 5 ;I

Lzer Id: Isa

Pas=swyword: I#******t#******t#******t

Corfiren Passward: I#******t#******t##*****t

Driver: [tds:sglserver |
Server Name: ok =l
Database:  fxmaster =]
Cwener: ho |
Table: FASTFORWARDUSERS |

Ok Cancel | Help |

Figure 73: Backend Security Provider Connections Tab

6 Define the Authentication:
a) Click the Authentication tab.
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b) Inthe User Id Column drop list, choose USERNAME.
c) Inthe Password drop list, choose LOGIN.

\fﬁ"DBMS Tahle Security Property Details il

Pravider Properties I Back-end Connection  Authertication | Aftributes

=zer ld colurmn: PSERNAME

Pazzword column: l_OGIN

KN KL K

Fiter Extenszion Marme: I

0]34 Cancel Help

Figure 74: Backend Security Provider Authentication Tab

7 Click the [OK] button to save the new Security Provider.

The new security provider is added to the list of security providers on the Security Provider tab in the
Rhythmyx Server Administrator. Users will not be able to log in to Content Explorer successfully,

however, until you have added them to Roles (see "Implementing a Web Server Security Provider" on
page 75) as well.
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Implementing a Windows NT Security Provider

You can only use the Windows NT Security Provider on machines whose operating system is based on the
Windows NT technology (for example, Windows 2000, Windows Advanced Server 2003, and Windows
XP). This security provider uses the security mechanisms in the Windows operating system to
authenticate users. Note that this security provider cannot provide Roles for the user. You must add the
user to Roles separately.

Let us assume that Nancy Needlenose, Tiara Tuna, and Bobby Bluefin are defined as users on a Windows
server machine named FastForward. We want to use this server to authenticate these users. Bobby
Bluefin also has rights to read the list of users defined on this server, and his password is DeepSea.

To implement a Windows NT Security Provider:

1 Start the Rhythmyx Server Administrator.

2 Click the Security tab. The default subtab is Security Providers. Select this tab if it is not
already selected.

On the Security Providers tab, click the [New] button.

On the Select New Security Provider Type dialog, select Windows NT Security Provider from
the drop list.

Rhythmyx displays the NT Security Provider Details dialog.

In the Security Provider Name field, enter FastForward Security Provider.
In the Domain/Server Name field, enter \\FastForward.

In the User ID field, enter Bobby Bluefin.

In the Password and Confirm Password fields, enter DeepSea.

NT Security provider details x|

0 N o O

Security provider name: IFastFnrward Security Provider

Damainiserver name; I'-.ﬁFas.tFnrward

I=zer IC: IEh:ubh':.-'EiIuefin

Paszsward: I'.\'W'.\".\".\".\".\".\".\'W'.\".’:

Canfirm passward: IHHH * wnn|

Ok | Cancel

Figure 75: FastForward Windows NT Security Provider
9 Click the [OK] button to save the Security Provider.
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The new security provider is added to the list of security providers on the Security Provider tab in the
Rhythmyx Server Administrator. Bobby Bluefin, Nancy Needlenose, and Tiara Tuna will not be able to
log in to Content Explorer successfully, however, until you have added them to Roles (see "Implementing
a Web Server Security Provider" on page 75) as well.

Implementing a Web Server Security Provider

A Web Server Security Provider relies on an existing Web server or Web application server to provide
authentication. To use the Web Server Security Provider, you must interface to Rhythmyx as a servlet
under the Web server or Web application server. This type of authentication is useful when implementing
a single sign-on model using an identity and access management system such as Netegrity's SiteMinder,
or when accessing Rhythmyx through a portal such as BEA WebLogic.

When using a Web Server Security Provider, if the associated Web server can authenticate the user,
Rhythmyx grants access.

Rhythmyx ships with a default Web Server Security Provider that is configured to interface with the
Rhythmyx servlet. Once you deploy the Rhythmyx.war file to your Web server or Web application
server, users should be able to authenticate with no further intervention from you.
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Adding Users to Rhythmyx Roles

While some security providers, such as the Directory Connection Security Provider and the Web Server
Security Provider, allow you to authenticate the user directly into Rhythmyx Roles, others, such as the
Windows NT and Backend Table Security Providers, require you to add users to Roles manually. Even if
you use a security provider that automatically authenticates the user into their Roles, you may prefer to
control Role Membership manually.

In any case, you should only add users to their Roles after you have defined a Security Provider. When
adding users, you can catalog a Security Provider to retrieve its list of available users, which simplifies the
process of adding users significantly.

For details about adding users to Roles, see Adding Users to a Role.
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Updating Default Security Settings

When you first install the Rhythmyx server, access is controlled by a default Backend Security Provider,
which defines the following users:

= adminl

=  admin2

= rxserver (See IMPORTANT NOTE below)
= artistl

= artist2

= authorl

= author2

= designerl
= designer2
= editorl

= editor2

= qQal

= Qa2

Each of these users is assigned the default password demo.

Since these users and the default password are available on every new installation of the Rhythmyx server,
you will probably want to make one of the following modifications to prevent unintended access to your
system:

= Assign new passwords to the default users;

= Remove the default users and replace them with new users.

IMPORTANT NOTE: The user rxserver is used internally by the Rhythmyx server. DO NOT
REMOVE OR MODIFY THIS USER. If you remove or modify this user, your Rhythmyx server will not
work correctly.

Changing the Default Server Access Control List

The default users and their passwords are stored in a backend database table named USERLOGIN. This
table consists of two columns:

= USERID

= PASSWORD
The value in the PASSWORD column for each user is demo. One quick way to update the value in this

column is to write a SQL script to change the value. You can either update all rows with the same new
value or you can assign a different value to each column.
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If you use and RDBMS that includes an enterprise manager or similar client, (such as Microsoft SQL
Server or Oracle), you can modify the value in each column directly. Use Enterprise Manager to open the
USERLOGIN table and manually change the password in each column.

If you use Oracle as your RDBMS, you can use the Oracle SQL*Plus application:

1 Atthe prompt change the password for the adminl role by entering the following script:

update userlogin set password="somethingnotdemo® where
userid="adminl®;

2 Repeat for each default user, changing the value of userid and password accordingly.
The new password is in effect immediately.

Replacing the Default Users with New Users

You can also prevent unintended access to your system by deleting the default users. It is best to
implement this option after you add your production users (see "Implementing Security in the Production
Environment™ on page 59).

If you choose this option, it is strongly recommended that you do not delete the adminl and admin2 users.

WARNING: DO NOT REMOVE THE USER rxserver UNDER ANY CIRCUMSTANCES! This
member is used internally in the Rhythmyx server. If you remove this user, Rhythmyx will not work
properly (Aging Transitions and Relationship processing will fail).

To implement this option, remove the users (other than adminl, admin2, and rxserver) from the
USERLOGIN table. You can delete the users quickly by writing a SQL script that deletes the unwanted
users.

If you use and RDBMS with an enterprise manager client, you can delete the users from the table
manually.

1 In Enterprise Manager, select the rows of the users you want to delete, right click on the table
and from the popup menu, choose Delete.

2 Enterprise Manager displays a confirmation dialog. Confirm that you have not selected
adminl, admin2, or rxserver before clicking the [Yes] button.
If you use Oracle as your RDBMS, you can use the Oracle SQL*Plus application:

1 Atthe prompt change the delete the authorl user by entering the following script:
delete from userlogin where userid="authorl®;

2 Repeat for each default user other than adminl, admin2, and rxserver, changing the value of
userid accordingly.



79

CHAPTER 6

Setting Up Publishing in the
Production Environment

Production Web servers that serve content to the public are typically located on a machine accessible from
outside of your corporate firewall, typically in the demilitarized zone of your system infrastructure. When
publishing your content, you need to move your published pages to the production Web server through the
firewall. Three options are available.

= [Install the publisher on your production Rhythmyx server and map or mount the Web server
as a drive on your Rhythmyx server. You can also use a UNC path to access the Web server
provided the Rhythmyx server has permissions to access the Web server's host machine. If
you use any of these techniques, you can then use file system publishing to publish directly to
the production Web server.

This option requires you to "own" the "external” environment (the environment outside of the
firewall) as well as the "internal™ environment (the environment inside the firewall). While
this requirement may be feasible for intranets, it is not practical for serving content to the
Internet, and in either case you must have strong controls over access to both machines.

= Use FTP publishing from a publisher on your Rhythmyx server to your production Web
server.

If you choose this option, you may also want to use techniques such as SSH tunneling to
ensure secure communications between the publisher and the Web server.

= Install a publisher on the production Web server that publishes to the Web server's local file
system.

If you choose this option, you may want to implement SSL to secure communication between
the Rhythmyx server and the remote Publisher on the Web server.

The following sections describe each of these options. For the purpose of these exercises, we will assume
that you have created the local file system or FTP publishing configurations described in Configuring
Publishing.

Once you have defined the delivery of your content, set up scheduled publishing to automate publishing of
your Editions.
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Publishing to a Mapped or Mounted Drive

When publishing to a mapped or mounted drive or using a UNC path, you will need to update the Site
configuration for your site to point to the correct locations.

For example, assume that:

= we will publish the Express Investments Site to the URL www.expressinvestments.com;
= the Site ID for the Express Investments Site in Rhythmyx is 311;
= the publish location is one of the following:

= ona Windows machine mapped to P:\Expressinvestments;

= ona Windows machine at the location \\Quail\htdocs\Expressinvestments (the
Rhythmyx server has permissions to access this machine);
= On a Unix machine, mounted to the Rhythmyx server as /XIHome.
We will need to update the Site registration for the Express Investments Site as follows:

= Change the value in the Site Address (URL) field to www.expressinvestments.com.
= In the Home Page (URL) field, find the sys_siteid attribute in the URL and change the value of
the attribute to 311.
= In the Publishing Root Location:
= For a Windows system publishing to a mapped drive, change the value to
P:\ExpressInvestments.

Edit Site Properties
Site(id): (301)
*Site Mame |Express Investments

Description |Represents the Express Investments web site

Site Addrazs (URL)|www_expressinvestments.cum

Home Page (URL) [fsys_revision=28sys_siteid=3114sys_authtype=

Publishing Root
Location

|P:'\,Express|nve stments

*publisher |L|:u:a|hc|st Fublisher Default Puﬂj
Folder Root |,.-',-'Sites,.fExpresslnvestments

Global Templatz | |

Haw Theme | =~

FTP Informaton:
IF Address |12?.D.D.1

Port Murber |21

Uszer ID I

Paszword I

Sawve Cancel |

Figure 76: Express Investments Site Properties Modified for a Windows Production Server
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= For a Windows system publishing to a UNC path, change the value to
\\Quail\htdocs\ExpressInvestments

Edit Site Properties
site (id): (305)
*Site Marme |Express Imvestrments

Descripkion |Represent5 the Express Investments web site

Site Addrezs (URL) Ihttp:,.ﬁr'ExpressInvestments.cum

Home Page (LURL) |http:,ﬁ,a'|c:calhn5t:9992,’F’ihy‘thmyx-’rxs_HDme_cas,’pz

Publishing Root

|\,\,CluaiI'\htdDcs\Expresslnvestments

Locatian

*publisher |Express Investments Fublisher j
Status IAC’(iVB 'I

Folder Root |,f,fSitestxpresslnvestments

Global Ternplate |enterprise—global-templatej

Mav There I j

FTP Information:
IP Addreszs |12?D|:|1

Port Murmber |21

Uzer ID I

Paszward I

Sawe Cancel |

Figure 77: Express Investments Site Properties Modified for publishing to a UNC path

= For a Unix system, change the value to /Expressinvestments

Edit Site Properties
Siteid): (301)
*Site Mame |Express Imvestments

Description |Represents the Express Inwestments web site

Site Address (URL) |www.expressinvestments.cum

Haorme Page (URL) |?sys_revisil:ln=2&sys_siteid=3‘l 18=ys_authtype=
Publizhing Root

I,“Expresslnvestmentd

Location

#Publisher |LDcth|:|st Fublisher Default Pnnj
Status Im

Falder Root I,“,.“Sites,r'ExpressInvestmentS

Global Template | =]

Naw Therme I j

FTP Information:
IP Address |12?DD1

Port Mumber |21

Uzer I I

Fazsword I

Sawve

Cancel |

Figure 78: Express Investments Site Properties for a Unix Production Server
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Publishing to a Remote Web Server Using
FTP

When publishing to a remote Web server using FTP, we must make the following changes:

= Inthe FTP Publisher configuration, we must update the IP address and port of the Publisher.
These values are not updated when Multi-Server Manager deploys the Publisher
configuration.

= In the Site registration, we must update the FTP data to point to the FTP server on your
production Web server.

For example, assume that we have deployed Rhythmyx to a machine with the IP address 255.255.255.84,
and that the Rhythmyx Publisher users port 9580. Assume the following data for the FTP server:

= The IP address of the production Web server is 255.255.255.112.
= The FTP port of the production Web server is 81.
= The FTP user on the production Web server is FastForwardFTP.
= The FastForwardFTP user's password is FFWCM.

We will make the following changes to the FTP publishing configuration:
= Onthe FTP Publisher configuration:
= In the IP Address field, change the value to 255.255.255.84.
= In the Port field, change the value to 9580.

NOTE: Multi-Server Manager does not change these values when you deploy the publishing
configuration from the development server to the production server. These values are not Rhythmyx
IDs, so MSM is not aware of them and cannot replace them with new values from the target server.

= On the Site registration:
= In the IP Address field, change the value to 255.255.255.112.
= In the Port field, change the value to 81.
= Inthe User ID field, change the value to FastForwardFTP.
= Inthe Password field, change the value to FFWCM.
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Publishing to a Remote Rhythmyx Publisher

Publishing to the production Web server using a remote publisher installed on the Web server is often the
most secure option. Since the Publisher is located on the production Webserver, you can deliver the
content directly to the Web server's file system.

For the purposes of this exercise, we will assume the following:

= The production Web server is named Quail, with an IP address of 255.255.255.85. Itis
running Apache as the Web server, and the content will be served from C:\Program
Files\Apache Group\Apache2\htdocs\Expressinvestments.

= We want the Rhythmyx publisher to use port 9580.

= The URL of the Web site is www.expressinvestments.com.

= The Site ID of the Express Investments Site in Rhythmyx is 311.

= The production Rhythmyx server is named Sparrow and the Rhythmyx port is 8982.

To implement publishing to a remote publisher:

1 Install the remote publisher on the Web server.
2 Configure the publisher on the Rhythmyx server.

3 Update the Express Investments Site registration to point to the correct locations on the
production Web server.

You may also want to secure publishing by enabling SSL. For details about enabling SSL, see the Server
Properties dialog Help. The certificates for both the Rhythmyx server and the remote publisher should be
based on the same root certificate.

Installing a Remote Publisher in a Windows Environment
To install a remote publisher in a Windows environment:

1 Insert the Rhythmyx CD-ROM into the CD drive on your production server.

2 On the Rhythmyx CD, browse to windows_cd/setup, and double-click on the
PublisherSetup.exe file.
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The installer begins and displays the Welcome dialog of the Publisher installation wizard.

¥ Rhythmyx Publisher Installer Z E”gl

Welcome to the InstallShield Wizard for Rhythmyx Publisher
Rhythmyx
COMTEHMT MANAGEMENT

The InstallShield Wizard will install Rhwthrs Publisher onyour computer,
Tao cantinue, choose Mext.

RFhwthirmys Publisher
Fercussion Sofhware
WAl IRFCLISSION. com

Install

>

Percussion”

Mext = i Cancel

Figure 79: Remote installation wizard Welcome Dialog

3 Click the [Next] button.




Chapter 6 Setting Up Publishing in the Production Environment 85

The installation wizard displays the License Agreement dialog.

¥ Rhythmyx Publisher Installer

Flease read the following license agreement carefully,
Rhythmyx- SOFTWARE LICEMSE AMD SUPPORT AGREEMEMT M
COMTEHT MANAGEMENWT D
This Software License and Suppoaort Agreement the "Agreement™)
establizshes the terms and conditions regarding the licensure
and use of Rhythrmyy software products, support, and
accompanying documentation.
1. Definitions of Terms Used:
A'PERCUSSION" means PERCUSESION Software, Inc. and
subsidiary, the owner ar licensar of the Software
Install licensed hereunder.
B."LICEMSEE" means the individual or the business
entity licensing the copy ofthe Software described
inthis Agreement, as evidenced by an appropriate
3 purchase order and delivery of Software by
PR FERCUSSIOM. Only those persons in LICEMSEE's
Perfuss.fﬂ'ﬂ nrfaniFatinkh having a nead th ee the Safherara in t
" | accept the terms of the license agreement.
* | do not accept the terms of the license agreement.
= Back ||:|| Cancel

Figure 80: Publisher remote installation wizard License dialog

4 Click the [Next] button.
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5 The installation wizard displays the Choose Installation Type dialog with the New install radio
button selected.

! Rhythmyx Publisher Installer :”E”E|

Choose Installation Tyvpe

...............................

Rhythmyx‘ & Mew install:

" Upgrade existing install

Install

>

Percussion

= Back Mext = Cancel

Figure 81: Remote Publisher installation wizard Installation Type dialog

6 Click the [Next] button.
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The installation wizard displays the Installation Directory dialog.

¥ Rhythmyx Publisher Installer

Installation Directary

Rhythmyx Directony:

COMTENT MANAGEMERNT |CIRh'ﬁfthm'ﬁf}{

Browwse

Install

>

Percussion

= Back Mext= | Cancel

Figure 82: Remote Publisher installation wizard Installation Directory dialog

7 The default installation location is C:\Rhythmyx. If you want to install to a different location,
enter the path in the Directory field, or use the [Browse] button to browse to that location.
When you have defined the installation location, click the [Next] button.



88 Rhythmyx Setting Up the Rhythmyx Production Environment

The installation wizard displays the Select features to install dialog.

i Rhythmyx Installer |:||E|E|
Selectthe features for "Rhythrms Publisher you weould like to install:

Rhythmyx H Product Installation

CONTENT MAHAGEMERNT .
[ Database Publisher

Install

>

Percussion’

=Back |i Mewt= ! Cancel

Figure 83: Remote Publisher installation wizard Select Features dialog

8 For the purposes of this exercise, we are not installing any of these features, so leave all boxes
unchecked and click the [Next] button.
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The installation wizard displays the Rhythmyx Server Settings dialog.

¥ Rhythmyx Installer Z E||g|
Rhythimy Senver Settings.
Rhythmyx Rhythrriyy Port.
CONTENT MAHAGEMENT |9992
Install
Percussion”
- Eack |: ....... NEH} ........ CanEEI

Figure 84: Rhythmyx Server Settings dialog
9 We will use the default port (9992). Click the [Next >>] button.
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The installation wizard displays the Application Server Settings dialog

¥ Rhythmyx Publisher Installer

Application Server Settings

Rhythmyx Maming Service Port.

COMTEMT MANAGEMEHNT
|9981

Maming Service R Port.
9952

JEMP Invoker Service Bl Port.
9983

Fooled Invaker Service Fort.

|94

Install

JWS LILE Sernice Port.

3 |9985

Percussion AP 1.3 Service Port.

|QQEE

= Back Mext = i Cancel

Figure 85: Remote Publisher Application Server Settings dialog

As in the standard Rhythmyx installation, these ports are provided for information only. You
should not modify any of these ports unless the conflict with a port already in use.

10 Click the [Next] button.
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The installation wizard displays the installation summary dialog.

¥ Rhythmyx Publisher Installer

Rhythryx Publisherwill be installed in the following location:

Rhythmyx

COMTENT MANAGEMERNT CIRh'ﬁ"thm'ﬁ"}{

for a total size:

116.1 ME

Install

>

Percussion

=Back || Mest= Cancel

Figure 86: Remote Publisher installation wizard Launch Install dialog

11 Click the [Next] button to launch the installation.

12 When the installation is complete, the installer displays the readme. Review the readme, then
click the [Next] button.

13 The installer displays the Finish dialog. Click the [Finish] button to complete the installation
and close the dialog.

Installing a Remote Publisher in a Solaris Environment

To install a remote publisher in a Solaris environment:

1 Create (or have your administrator create) a user in Solaris to install the Rhythmyx Publisher.
The user you create must be the owner of all files copied from the CD-ROM; must have read
permissions on all installer files; and must have execute and read permissions on the following

files:
= Publisher.so
= PublisherSetupConsole.sh
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2 Copy the contents of the installation CD-ROM to the install user's home directory
(/fexport/home/username). (You cannot run the Publisher installation directly from the CD-

ROM.)
3 From the user's home directory, change to the directory containing the Rhythmyx setup
installation files.
$ cd rxinstaller/setup
4 Run the shell script PublisherSetupConsole.sh.
$ sh PublisherSetupConsole.sh

NOTE: If you receive a message about insufficient disk space, create a temporary directory under the
install user's home directory called tmp.

$ cd /export/home/username

$ mkdir tmp

Then run the install script again, using this command line:

$ sh PublisherSetupConsole.sh -is:tempdir /export/home/username/tmp
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Please read the following 1icense agreement carefully.

SOFTWARE LICEMSE AND SUPPORT AGREEMEMT

. GRAMNT: PERCUSSIOM grants to LICEMSEE a perpetual, non-exclusive,
non-transferable 1icense (the

"License") to use each Product on the Designated CPU as described in a fully
executed purchase order or

other ordering documents. Designated CPU must be owned or leased by LICEMSEE.

2. TERM AMD TERMIMATION: This &greement shall be effective on the date LICENSEE
acquires the

Product and remain in force until terminated. PERCUSSION may immediately
terminate all Licenses without

further ohligation or 1dability if: a.) LICEMSEE fails to pay amount due
hereunder and continues to he

delinquent for a period of (300 days after the Tast day on which payment s
due; or b.) a petition alleging

insolvency is filed by or against LICENSEE, or a receiver is appointed for any
part of LICEMSEE’S business,

or 1ts assets are assigned for the benefit of creditors; or c.) LICENSEE

Fress ENTER to read the text [Type q to quit]

5 The InstallShield Wizard is launched and displays the following text. Enter 1 and press Enter
to continue.

Welcome to the Installshield Wizard for RBhythmys Publisher

The InstallsShield Wizard wi1l install Rhythmyx Publisher on your computer.
To continue, choose Hext.

Rhythmy: Publisher

Percussion Software
Wwy, percussion. com

Press 1 for Mext, 3 to Cancel or 4 to Redisplay [11 1

Figure 87: Publisher Install Wizard

6 Press Enter to read the license agreement; enter q and press Enter to quit when you have
finished.

Figure 88: License Agreement
7 Enter 1 and press Enter to accept the terms of the license agreement.

Please choose from the following options:

#1 1 - I accept the terms of the license agreement.
1 2 -1 do not accept the terms of the Ticense agreement.

[
[

To select an item enter its number, or 0 when wou are finished: [0] 1

Figure 89: Accepting License Agreement
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8 Enter 0 and press Enter to quit out of the prompt. (If you don’t enter 0, the script keeps
prompting you to accept the license agreement.)

[¥] 1 - I accept the terms of the license agreement.
[ 1 2-1donot accept the fterms of the Ticense agreement.

To select an item enter its number, or 0 when you are finished: [0] O

Figure 90: Quitting Out of the License Agreement
9 Enter 1 and press Enter for new install.
Choose Installation Type
Choose Installation Type

1. Mew install
2. Upgrade existing install

Enter one of the options above: [1] 1

Figure 91: Choosing New Installation Type

10 Rhythmyx displays the default location for the installation, which is under the install user's
home directory. Press Enter to accept the default and continue.

Installation Directory

Enter a directory: [fexport/home/bobbie/Rhythnyx] I

Figure 92: Publisher Default Installation Directory

11 The script asks if you want to create the installation directory if it doesn't exist. Enter 1 to
create the directory and continue.

1. 0K
2. Cancel

The directory does not exist. Do wou want to create it? [1] 1

Figure 93: Prompt to Create the Installation Directory
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12 Do not select either of the two features displayed for the Rhythmyx Publisher. Enter 0 to
continue with the installation.

Select the features for "Ehythmyx Publisher" vou would Tike to
install:

Bhythmyx Publisher

To select/deselect a feature or to wiew dits children, type
its number:

1. [ 1 Database Publisher
Other options:

0. Continue installing

Enter command [0]

Figure 94: Publisher Options

13 Accept the default bindPort number of 9992 by pressing Enter. (The bind port number must
be in the range 1025 through 65535, as numbers 1 through 1024 are reserved by many
companies.)

Rhythmy: Server Settings.
bindPort [9992]1 O

Figure 95: Choose Bind Port Number
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14 The installer displays a warning that all port numbers in the installation must be unique.
Follow the instructions to change the port number, if necessary, or press Enter to continue. If
you wish, you can enter 1 at the prompt to prevent the installer from displaying this warning

message in the future.
Rhythmys Server Settings.
bindPort [3392]

Press 1 for Mext, 2 for Prewious, 3 to Cancel or 4 to Redisplay [1] 1

1. Don“t repeat this warning
2. Continue to show this warning

Each port number in this installation must be unigue.
If the port number on this page duplicates any other in this installation,

then return to this page and change the port number. [1]

Figure 96: Unique Port Number Warning

15 Tthe installation wizard displays a set of application server ports. These ports are used
internally by the Rhythmyx application server. check to confirm that these ports are not in
use. If any of the ports are in use, change the port to one that is not in use.

fgpplication Server Settings

Maming Service Port. [9232]

Maming Service RMI Port. [9233]

JRMP Invoker Serwice RMI Port. [3234]
Pooled Invoker Serwice Port. [9235]
JHM5S UILZ Service Paort. [923E]

&TP 1.3 Serwice Port. [9237]

Figure 97: Appliation Server Port Listings

16 The installer displays a warning that all port numbers in the installation must be unique.
Follow the instructions to change the port number, if necessary, or press Enter to continue. If
you wish, you can enter 1 at the prompt to prevent the installer from displaying this warning

message in the future.

1. Don“t repeat this warning
2. Continue to show this warning

Each port number in this installation must be unigue.
If the port number on this page duplicates any other in this installation,

then return to this page and change the port number. [1] 1

Figure 98: Unique Port Number Warning
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17 Enter 1 and press Enter to confirm the location of your Rhythmyx Publisher installation.

Rhythmys: Publisher will be installed in the following location:
fexport/homes/bobbie/Rhythmys

for a total size:

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [11 1

24.4 HB

Figure 99: Publisher Installation Location Prompt

18 The installation runs, displaying a progress bar. When it has finished, it displays the

readme.txt file, which you should read as it contains important information. (You may have to
scroll up to see the readme.txt file from the beginning.

Registering and Configuring the Remote Publisher

Once you have installed the remote publisher, you must define a publisher registration to allow your
Rhythmyx server to connect to it. The registration automatically includes required publisher configuration
parameters. Additional optional parameters are also available. For a complete list of these parameters,
see the document Implementing Publishing in Rhythmyx.

To define a publisher configuration for the remote publisher:

1

A W N

0 N o O

Start a browser and log in to Content Explorer.

Click on the Publishing tab.

Under Publishers, click the By Name link.

Click on the New Publisher link.

Rhythmyx displays the New Publisher page.

In the Publisher Name field, enter Express Investments Publisher.

In the Description field, enter Connects to Express Investments Publisher running on Quail.
In the IP Address field, enter 255.255.255.85.

In the Port field, enter 9580.
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9 Inthe CMS User Name field, enter rxpublisher. In the CMS Password field, enter demo. (The
user rxpublisher is an internal user that publishers use to access Rhythmyx.)

News Publisher

*Ppublizher Hame |Express Investments Fublisher
Description |C|:|nnects to Express Investments Publisher an Cu
*IP Address |255.255.255.85

Fort IBEBEI
Statusz IAI:tive *I

CMS User Marme |rxpub|isher

CMS Password Iw

Publizher Usar Mame I

Publisher Password I

Sawe

Cancel |

Figure 100: Express Investments Publisher Registration

10 Click the [Save] button to save the registration.

Rhythmyx returns you to the Publisher Editor.
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11 To view the publisher registration with configuration parameters, click the Express
Investments Publisher link. Note the configuration parameters: debug, filesystem, ftp, and
statusurl.

Edit Publisher
Publisher(id): Express Investments Publisher(303]

*publizher Marne |Ex|::|ress Inwvestments Fublisher
Description |C|:|nnects to Express Investments Fublisher an Ci
+Ip Address |255.2565.255.85

Port |EIEBIII
Status I.-"E'-.l:-“ti"u"E "I

CMS User Mame Irxpublisher

CMS Password Iw

Publizsher User Hame I

FPublizher Paszward I

Sane Cancel |

Configuration Add User Param
Parameters

Mane Value Descrption
%debug true test debug
%filesystem carmn. percussion, publisher, client. PSFilePublizherHandler test filesystarm
%f‘tp cormpercussion, publizher client, PSFtpPublisherHandler test fip
%@statusurl fRhythmys sy pubSupporypubstatus, wml test statusurl

Figure 101: Express Investments Publisher with Configuration Parameters

Updating the Express Investments Site Registration

In order to publish the Express Investments Site on our Web server, we must make the following changes
to the Express Investments Site registration:

= Modify the value in the Site Address (URL) field to the value that users will enter into their
browser to go to the Express Investments Web site. (We will assume that this URL is
WWW.expressinvestments.com.)

= Modify the Publisher drop list to use the Express Investments Publisher; and

= Modify the value in the Publishing Root Location field to specify the correct directory in the
Web server file tree (C:\Program Files\Apache Group\Apache2\htdocs\Expressinvestments).

To modify the Express Investments Site Registration:

1 Start a browser and log in to Content Explorer.
2 Click the Publishing tab.
3 Inthe left navigation, under Sites, click the By Name link.
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Rhythmyx displays the Sites Editor.

4  Click the Express Investments link.

Rhythmyx displays the Edit Site page for the Express Investments Site registration.
Change the value in the Site Address field to www.expressinvestments.com.
In the Publisher drop list, choose the Express Investments Publisher.

Change the value in the Publishing Root Location field to C:\Program Files\Apache
Group\Apache2\htdocs\Expressinvestments.

8 Click the [Save] button to save your changes.
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Using SSL to Secure Remote Publishing

The Secure Socket Layer (SSL) is a protocol that ensures the authenticity of information exchanged by
servers. It uses a digital certificate, which identifies the sender, and public and private keys for signing
messages and encrypting/decryting data. Enabling SSL ensures secure communication between the
Rhythmyx server and the remote Publisher. You must enable SSL on both the Rhythmyx server and the
remote Publisher to enable them to communicate via SSL. (Note that when you enable SSL on the
Rhythmyx server, content contributors can also connect to the server via SSL, ensuring that their work is
secure as well.

You can obtain a digital certificate to enable SSL publishing from a recognized certificate authority (such
as VeriSign or Thawte) or use a self-signed certificate. Communication will be equally secure in both
cases. Certificates from a certificate authority are rather expensive, but will be immediately recognized by
your users browsers. If you use a self-signed certificate, the browser will not recognize it and users will
be prompted to indicate whether they trust the certificate.

For details about obtaining a digital certificate from a certificate authority, see the Web site of the
certificate authority you want to use.

Enabling SSL on the Rhythmyx Server

To enable SSL on the Rhythmyx server:

1 Obtain a digital certificate from a certificate authority or create your own self-signed
certificate.

NOTE: Keystore files must be stored in the directory <Rhythmyxroot>/AppServer/server/rx/conf (or
in a subdirectory of that directory).

2 Start the Rhythmyx Server Properties Editor.

You can only the run the Server Properties Editor from the local Rhythmyx server. Go to
your Rhythmyx installation root directory and run RhythmyxServerPropertiesEditor.exe or
RhythmyxServerPropertiesEditor.sh.

3 Inthe SSL KeyStore File field of the Rhythmyx Server Properties Editor, enter the path to the
certificate keystore file.

4 Inthe SSL Key Password, enter the password of the keystore file. Enter the same value in the
Confirm SSL Key Password field.

5 Inthe SSL Port field, specify the Rhythmyx server will use for SSL communication. The
default SSL port for Rhythmyx is 9443.

You should not modify the Allowed SSL Ciphers field.

Click the [Save] button to save your changes.
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You must restart the Rhythmyx server for your changes to take effect.

To confirm that you have configured SSL correctly, start a browser and log in to your Rhythmyx server
via SSL; for example:

https://10.10.10.100:9443/Rhythmyx
Remember to use https (secure http) as the protocol rather than the unsecure http protocol. If SSL is
configured correctly and you entered the address correctly, you should connect to Rhythmyx normally, but
via https instead of http. 1f you use a self-signed certificate, you may be prompted to trust the certificate.

Enabling SSL on the Remote Rhythmyx Publisher

The Server Properties Editor is not available on stand-alone Rhythmyx Publishers, and cannot be
repointed from a server to a publisher. Enabling SSL on a stand-alone Rhythmyx Publisher requires
manual configuration.

Obtain a digital certificate from a certificate authority or create your own self-signed certificate. Keystore
files must be stored in the directory <Rhythmyxroot>/AppServer/server/rx/conf (or in a subdirectory of
that directory).

You must add a <Connector> node to the file <RxPublisherRoot>/AppServer/server/rx/deploy/jbossweb-
tomcatb5.sar/server.xml.

<Connector acceptCount="100" address="${jboss.bind.address}"
clientAuth="false" connectionTimeout="20000" disableUploadTimeout=""true"
enableLookups=""false"

keystoreFile="C:\RhythmyxPubl isher\AppServer\rx\conf\RxPub.keystore"
keystorePass=""mypass" maxHttpHeaderSize="8192" maxSpareThreads="75"
maxThreads="150" minSpareThreads="25" port="9643" scheme="https"
secure=""true" sslProtocol="TLS"/>

The <Connector> nodes are children of the <Service> node.

One easy way to add a <Connector> node is to copy it from your Rhythmyx server to the remote Publisher
installation.

The value of the keystoreFile attribute specifies the path to the keystore file used by the Rhythmyx
Publisher. The value of the port attribute specifies the SSL port used by the Rhythmyx Publisher.

You must restart the Rhythmyx Publisher for the SSL configuration to take effect.

To confirm that you have configured SSL correctly, start a browser and enter the following URL into the
address field:

https://RhythmxyxServer:9443/RxServices
where
RhythmyxServer is the name of the host where you installed the Rhythmyx Publisher; and

9443 is the Rhythmyx SSL port.
If you have configured SSL correctly, you will be directed to the Apache SOAP page for the server.
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Configuring a Publisher Registration for SSL

To configure a Publisher registration to use SSL, add the Publisher parameter sslport to the registration.
The value of the parameter is the SSL port of the remote Publisher you want to use to publish. The
following graphic illustrates the default FastForward Publisher configured with the sslport parameter:

Edit Publisher

Publisher(id): Localhost Publisher Default Port(201]

*publizher Mame
Ceszcription

*IP Address

Port

Status

CME User Marme
CMS Password
Publisher User Mame

Publizher Password

[ Save ] [ Cancel ]

|L|:u:alh|:|5tF"ubliaherDefauItF"DH |

|C|:|nnects to a publisher running on default p|:|

|1n.1n.1n.1nn |

|rxpub|isher |

| |

Configuration Add User Param
Parameters
Manme Value DescHpton
¥ database cormn. percussion.publisher. client. PSDatabasePublizsherHandler :::ﬁﬁ:fe RIS
b4 portal corn. percussion.portal. PSPortalPublisherPlugin P plugln e el e
portal site
W sslport 9643
?gfilesystem corn. percussion. publisher. client,. PSFilePublizherHandler SIS B L

& o
3‘?; statusurl

corn.percussion. publizsher. client, PSFtpPublisherHandler

fRhythmysfsps_pubSupportfpubstatus, =ml

filesystern publishing
component used for FTP
publizshing

Receives XML log from
publisher and updates
databasze

Figure 102: Rhythmyx Publisher with sslport configuration parameter
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Implementing a Self-signed Certificate

To implement SSL, you can use self-signed certificates, rather than certificates from a recognized
certificate authority. This option is less expensive, but your user's browsers will not recognize the self-
signed certificates and they will display prompts to trust the certificate.

Use the keytool included with the Rhythmyx JRE to create and manage the certificates.

To generate a self-signed certificate on the Rhythmyx server:

1 Create a certificate file (.csr file) to store your certificate. To create the .csr file, start a simple
text editor, such as Notepad or vi, and save an empty file. Use the name of your Rhythmyx
system alias. For example, if you hame your Rhythmyx server “Rhythmyx”, you would save
your file with the name Rhythmyx.csr. Save this file to the directory
<Rhythmyxroot>/JRE/bin.

2 Open a terminal window and change directories to <Rhythmyxroot>/JRE/bin.

3 Create a public/private key pair:

keytool -genkey -alias <keystoreentryalias> -keyalg RSA -dname
"CN=<rhythmyxhostname>,0OU=<organizationalunit>,0=<organization>,L=<locat
ion>,S=<state>,C=<country>" -keypass <keypassword> -storepass
<storepassword> -keystore <keystorefilename>

Where:

<keystoreentryalias> is the keystore entry alias;
<rhythmyxhostname> is the name of the machine where the Rhythmyx server resides;

<organizationalunit> is the name of the organization unit for which you are issuing
the certificate (typically the department responsible for operating the Rhythmyx
server);

<organization> is the organization for which you are issuing the certificate (typically
your company name);

<location> is the name of your location, typically the town or city
<state> is the name of the state or province;

<country> is the name of your country;

<keypassword> is the password for the key pair;

<storepassword> is the password for the keystore file;

<keystorefilename> is the name of the keystore file; you can give this file any name,
but it must end in . keystore. You should also include the path to the Rhythmyx
JRE when defining the keystore. If you do not specify the location, the keystore is
created in the default location, which is the users home directory.

For example:

keytool -genkey -alias Rhythmyx -keyalg RSA -dname
"CN=rhythmyxhostname,OU=Development,0=Percussion,L=Stoneham,S=Massachuse
tts,C=US" -keypass mypass -storepass mypass -keystore
<Rhythmyxroot>/JRE/bin/Rhythmyx.keystore
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NOTE: The keystore file should be stored in the directory <Rhythmyxroot>/AppServer/server/rx/conf
(or a subdirectory of that directory). You can move the keystore files to that location at any time
during this process. To simplify the self-certification process, you may want to wait to move the
keystore until you are ready to enable SSL on the Rhythmyx server and remote Publisher.

4  Self-certify the key pair:

keytool -selfcert -alias <keystoreentryalias> -keypass <keypassword> -
storepass <storepassword> -keystore <keystorefilename>

Where:
= <keystoreentryalias> is the keystore entry alias;
= <keypassword> is the password for the key pair;
= <storepassword> is the password for the keystore file;

= <keystorefilename> is the name of the keystore file (including the path if you did not
created the keystore file in the default location).

For example:

keytool -selfcert -alias Rhythmyx -keypass mypass -storepass mypass -
keystore <Rhythmyxroot>/JRE/bin/Rhythmyx.keystore

5 Export the certificate file from the newly created key pair to the certification file (.csr):

keytool -export -alias <keystoreentryalias> -keypass <keypassword> -
storepass <storepassword> -keystore <keystorefilename> -file
<certificatefile>

Where:
= <keystoreentryalias> is the keystore entry alias;
= <keypassword> is the password for the key pair;
= <storepassword> is the password for the keystore file;

= <keystorefilename> is the name of the keystore file (including the path if you did not
created the keystore file in the default location).

= <certificatefile> is the name of the certificate file; you can give this file any name, but
to make it easy to recognize, it is strongly recommended that you use “.csr” as the

extension.
For example:
keytool -export -alias Rhythmyx -keypass mypass -storepass mypass -

keystore Rhythmyx._keystore -file <Rhythmyxroot>/JRE/bin/Rhythmyx.csr
6 Repeat Steps 2 through 5 on the remote Rhythmyx Publisher. Give the keystore and
certificate files different names than you used for the Rhythmyx server.

7 Copy the Rhythmyx server certificate file (e.g, Rhythmyx.csr) to the Rhythmyx Publisher;
copy the Rhythmyx Publisher certificate file to the Rhythmyx server.

8 Import the Publisher certificate into the Rhythmyx server's cacerts file:

keytool -import -noprompt -trustcacerts -alias <keystoreentryalias> -
storepass changeit -file <certificatefile> -keystore <cacertpath>

Where
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= <keystoreentryalias> is the keystore entry alias;
= <certificatefile> is the name of the certificate file;

= <cacertpath> is the path to the cacert file into which you want to import the
certificate.

Note that the password for the cacert file is changeit. You cannot use a different value for this
parameter or the command will fail.

For example, the following command would import a key pair with the alias RxPub, stored in
a certificate file named RxPub.csr, into the Rhythmyx server's cacerts file:
keytool -import -noprompt -trustcacerts -alias Rxpub -storepass changeit
-file RxPub.csr -keystore C:\Rhythmyx\Publisher\JRE\lib\security\cacerts
9 Import the Rhythmyx server's keypair into the Rhythmyx Publisher using the command in
Step 8.

10 Configure the Rhythmyx Server to use SSL (see "Enabling SSL on the Rhythmyx Server" on
page 101) and restart. Configure the Publisher to use SSL (see "Enabling SSL on the Remote
Rhythmyx Publisher" on page 102) and restart. (NOTE: The keystore files should be stored
in the directory <Rhythmyxroot>/AppServer/server/rx/conf before enabling SSL on either

server.

Debugging Your SSL Publishing Implementation

If your SSL publishing configuration is not working, determine whether the Publisher is retrieving content
from the correct URL. The publisher log should specify a URL that uses “https” instead of “http”, a DNS
name instead of a simple host name, and the correct SSL port for the Rhythmyx Server (9443 by default).
For example:
Getting content item from URL :
https://rhythmyxserver._percussion. local :9443/Rhythmyx/assembler/render?s
ys_revision=1&sys_siteid=301&sys_template=506&sys_itemfilter=public&
sys_contentid=383&sys_ folderid=387&sys_context=301&sys_publish=publish
For additional information about debugging SSL, see the following URL.:
http://java.sun.com/products/jsse/install.html.
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Setting Up Scheduled Publishing in the
Production Environment

In a production environment, publishing is set up to run automatically on a schedule. Setting up scheduled
publishing involves two phases:

= Modifying the batch file or shell script to launch the publisher. Rhythmyx supplies the file
<Rhythmyx root>\AppServer\bin\ScheduledPublication.bat (or ScheduledPublication.sh).

The batch file calls the Publisher Launcher Java program that launches the Rhythmyx
Publisher, and passes the Publisher Launcher the parameters specifying the Edition to run, the
Rhythmyx server and Rhythmyx port, and the user name and password to use to log in to
Rhythmyx to launch the Edition.

= Setting up the automated schedule in a scheduling application on the production Web server
to run the shell script or batch file.

Note that the script must be run from the machine where the Publisher resides. Therefore, if you installed
a remote Publisher on your production Web server, you must run the script from that machine, not from
the Rhythmyx server.

Setting Up Scheduled Publishing on a Windows
Production Server

For the purposes of this exercise, we will assume that we are using a remote publisher that is publishing
the Express Investments Full Edition (ID=324) via SSL The batch file will use the rxpublisher user to log
in to Rhythmyx.

Creating a Windows Scheduler Job to Run the Publishing Batch File

For the purposes of this exercise, we will assume that we want to publish the Express Investments Full
Edition every morning at 12:30 AM.

To create the Windows Scheduler job:

1 Access the Scheduled Tasks dialog. See the documentation for your version of the Windows
operating system for instructions about accessing this dialog.

Double-click on Add Scheduled Task.

Windows launches the Scheduled Task Wizard. The first dialog of the wizard is an
introduction dialog. Click the [Next] button.

Windows displays the Program dialog.

4  Click the [Browse] button, and browse to C:\Rhythmyx\AppServer\bin. Select the XIFull.bat
file and click the [OK] button.

Windows displays the name and frequency dialog.
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5 The name defaults to XIFull. Do not change this value. Click in the Daily radio button. Click

the [Next] button.
Windows displays the Time and Day to start dialog.

Change the value in the Start Time field to 12:30 AM. Leave the Every Day radio button
checked. The value in the Start Date field defaults to the current date. Change to a different
date if you want to delay automated publishing. Click the [Next] button.

Windows displays the User Name and Password dialog.

The value in the Enter User Name field defaults to the currently logged in user. If you want to
use a different Windows user to launch the task, enter that user's name in this field. (NOTE:
This would NOT be rxpublisher, which is a Rhythmyx user. The user must be a Windows
user that can be authenticated on the Web application server machine.) Enter and confirm the
password for the user you specified. Click the [Next] button.

8 Windows displays the Finish dialog. Click the [Finish] button.

The new scheduled job will be added to the list of scheduled tasks on the machine.

Setting Up Scheduled Publishing on a Unix Production
Server

For the purposes of this exercise, we will assume that we are using a remote publisher that is publishing
the Express Investments Full Edition (ID=324) via SSL. The shell script will use the rxpublisher user to
log in to Rhythmyx.

Creating the Shell Script for Scheduled Publishing
To modify the shell script for scheduled publishing:

1 On the server Quail, change to ../Rhythmyx/AppServer/bin directory and find

ScheduledPublication.sh. The file should resemble the following code:

../../JRE/bin/java -cp ../server/rx/deploy/RxServices.war/WEB-
INF/1ib/rxpublisher._jar:../server/rx/deploy/RxServices.war/WEB-
INF/1ib/rxmisctools. jar:
com.percussion.publisher.runner._PSRemotePublisher localhost 12032 301

The following values are parameters for the shell script: localhost, 9880, and 301. The
following table describes all of the parameters available for the shell script:

Parameter Parameter Description Default Value Update Value To
Order Name
1 server Name or IP address of localhost Sparrow

Rhythmyx server. (required)
Included in sample batch file
by default.

port Rhythmyx server listening 9580 9992
port. (required) Included in
sample batch file by default.
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3 editionid ID of the Edition to Publish. 301 324
(Required) Included in
sample batch file by default.

4 cmsuserid CMS user ID (optional). Not <null> rxpublisher
included in sample batch file
by default

5 password Password for user specified  <null> demo

in the cmsuserid parameter.
(optional). Not included in
sample batch file by default.

6 useSSL Specifies whether to use SSL  <null> yes
when communicating with
the Rhythmyx server during
Publishing. (optional)
Options are "yes" and "no".
If no value is provided for
this parameter, the default
value of "no" is assumed.
Not included in the sample
batch file by default.

2 Save a copy of ScheduledPublication.sh with the name XIFull.sh.

Use a simple text editor, such as vi, to update the parameters of the file with the values listed
in the Update Value To column in the table above. When you finish, XIFull.sh should
resemble the following code:The actual code should resemble the following:

../../JRE/bin/java -cp ../server/rx/deploy/RxServices.war/WEB-
INF/1ib/rxpublisher._jar:../server/rx/deploy/RxServices.war/WEB-
INF/lib/rxmisctools. jar:
com.percussion.publisher.runner._PSRemotePublisher localhost 12032
301 Sparrow 9992 324 rxpublisher demo yes

3 Save XIFull.sh..

Creating the Publishing Schedule in cron

For the purposes of this exercise, we will assume that we want to publish the Express Investments Full
Edition every morning at 12:30 AM.

To create a schedule for cron to run the shell script:

1 On the server Quail, change to the ../Rhythmyx/AppServer/bin directory.

2 Start vi (or another simple text editor). Enter the following code:
30 0 1-31 1-12 0-6 /usr/home/Rhythmyx/AppServer/bin/X1Full.sh

NOTE: All code should be on one line.

3 Save the file as XIFull.cron and close the simple text editor.

4 Enter crontab XIFull._.cron.
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CHAPTER 7

Quality Assurance Testing the
Production Environment

Once you have completed the installation and deployment of your production server and implemented
publishing, you should perform a quality assurance test on the production implementation to confirm that
it is performing as you expect. Percussion Software, Inc., recommends the following procedures:

= Test Content Editors and Content Assembly
= Create a new Content Item with each Content Editor

= Preview each Content Item using each available Variant. If you use multiple global
templates, preview each Content Item in each Variant with each available global
template.

= Add related content to each Slot available on each Content Item.

= Preview each Content Item again with each available Variant. If you use multiple
global templates, preview each Content Item in each Variant with each available
global template.

= Pass one Content Item through all States in each Workflow. Confirm that each
Content Editor is using the correct Workflow.

= Repeat all tests for each Site in your implementation.

= Test Navigation Implementation

= Add a new Folder to each Site. Move a Content Item in and assign it as a landing
page. Preview Content Items from each additional Folder in the Site to ensure that
the navigation is being built correctly.

= Repeat the test for each Site in your implementation.
= Test publishing

= |If your production Web server is already in use, implement an alternative site to test
publishing.

= Publish content to the site to confirm that everything is publishing correctly and that
Navigation is being assembled correctly in the published output.
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CHAPTER 8

Going Live

Once you have completed QA of your system and confirmed that it is operating as expected, you are ready
to take the final steps to going live:

= Adding content to the system;
= Training users on Rhythmyx.
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Adding Content to Your Production Content
Management System

Navigation Content Items may have been deployed into the production environment with your Folder
structure, but adding the rest of your content is a manual process. Users will need to review the pages in
your current Web site and add the content of those pages to the system as Content Items. They will need
training to help them learn the difference between content that Rhythmyx manages and other portions of
the page that will be derived from local or global templates in the published pages.

This is a prime opportunity to introduce Rhythmyx to an initial set of users. Consider asking some of your
more technically savvy users to participate in this process. They will grasp the concepts more quickly and
can help "evangelize" the product to other users. In addition, they are more likely to be tolerant of any
technical issues that arise during the process of adding the content.

Text content must be added to the system manually (often using copy and paste functionality), but
consider implementing WebDAYV to simplify mass upload of graphics and other binary Content Items.

For details about using WebDAV, see the document Implementing WebDAV in Rhythmyx. Note, however,
that once this content is added to Rhythmyx, users will still have to manually add it to text Content Items
to assemble the desired output pages. Users will also have to create any other Active Assembly
Relationships between text Content Items after adding them to the system.
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Training Users on Rhythmyx

Before putting your system into production, you should train you users on Rhythmyx. At the very least,
distribute the Rhythmyx Concepts Guide to them and emphasize the sections most relevant to the tasks
they will be performing. ldeally, however, you should develop and plan a training class that outlines in
rough terms how Rhythmyx works, the elements of your implementation, and common tasks in Content
Explorer.
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Putting Rhythmyx into Production

Once you have added your content to the system and trained your users, you are ready to put Rhythmyx
into production to maintain your Web site. Pick a date and launch your first production publishing run.

Congratulations! Welcome to Content Management with Rhythmyx!

~
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